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1 Introduction

MELD is a server side intranet application utilizing classic ASP, .NET Framework 4.8, and SQL server databases. This
guide will provide instructions for setting up and maintaining the MELD application on a web server.

2 Server STIGs

Before configuring MELD ensure the server meets all the DoD STIG requirements. Please consult your project manager
for detailed server requirements.

MELD was designed following the current version of the DoD Application Security and Development Security Technical
Implementation Guide. However, it is important to understand what DoD requirements are for your system before
proceeding with this setup. For instance some standalone systems may not require CAC credentials and may not have to
follow the same DoD requirements as a system available over the Internet. Itis recommended to first read this entire
guide completely and then contact your project manager to determine if your site has any unique system requirements.

3 System Requirements

Component Requirement

Hard Disk

e 10 GB of available hard-disk space (C drive)
e An additional hard drive with 100GB to support storing the courseware files
(this drive depends on the size and amount of courseware).
*for standalone desktop instances the same drive can be used for both if an additional drive is
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not available
Memory 8GB or more
Processor Speed 2.0 GHz or faster
Operating System Desktop: Windows 10
Server: At least Windows Server 2012

4 DoD SSL certificates

Before MELD can be configured on the server, a DoD approved SSL certificate will need to be obtained for the web site
as well as the SMTP service. If the MELD web server is a DoD registered server, the DoD can provide these certificates.

In certain standalone instances where obtaining a DoD assigned SSL certificate may not be possible, the DoD may
approve of installing a Certificate Authority on the domain server to issue the required SSL certificates.

Contact your project manager to determine how to proceed. If the project manager determines that the DoD will
provide the certificates then proceed to step 4.1. If obtaining a DoD certificate is not possible then proceed to step
4.2,

4.1 Obtaining DoD SSL certificates

The DoD will provide instructions for obtaining a DoD certificate. Follow the DoD instructions to obtain the certificates
as well as the instructions for installing the certificates on the server.

You will need the following information to request the SSL web site certificate:

o The fully qualified domain name for the MELD web server. To find the fully qualified domain name for the web
server, select Control Panel> System and Security>System. The fully qualified domain name will be listed under
Full Computer Name. This is typically attached to a field title “Subject Name / Common Name”

e The alternative names for the MELD web server. The alternative names will include the name of the web
server (not the full name) as well as the IP address of the web server. This is typically attached to a field titled
“Alternative names / DNS”. Modern browsers require that alternate names are listed within the SSL certificate
and will produce certificate trust errors if they are not provided.

For the SMTP certificate only the fully qualified domain name should be used. Alternative names should not be used for
the SMTP certificate.

4.1.1 Import DoD Web Server Certificate or SMTP certificate

Run the Microsoft Management Console by entering MMC in the search bar and then launching it.

Select File>Add/Remove Snap in...

Select Certificates in the left column and then select the Add button.

Select Computer Account.

Select Local Computer.

Select Finish and then select OK.

The Certificates snap in should now be loaded. Right-Click on Personal under Certificates (Local Computer) and
select All Tasks>Import to import the DoD Web Server Certificate.

Noup,srwNeE
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Note: The console window can be saved with the certificate Snap in to skip the above steps when accessing at a later
time.

Important: The web server certificate needs to be placed in the Personal folder. These certificates cannot be placed into
the Trusted Root Certification Authorities location. The Trusted Root Certification Authorities location is reserved only for
Root CAs and IIS will fail to authenticate client certificates if any personal or immediate certificate is placed in the trusted
root location.

4.2 Installing your own Certificate Authority

Note: Only use this method if obtaining an SSL certificate from the DoD is not possible and the DoD has approved
installing a certificate authority on the MELD standalone network.

The Certificate Authority should be installed on a permanent server within your domain. In smaller networks this can
be installed on your domain controller.

The default Microsoft install can be used to install Active Directory Certificate Services and can be accessed from this
URL: https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-certs/install-the-
certification-authority

The steps are also listed below for easier access:

4.2.1 Install Active Directory Certificate Services

Important steps before install:

e Before you install Active Directory Certificate Services, you must name the computer, configure the computer
with a static IP address, and join the computer to the domain. For more information on how to accomplish these
tasks, see the Windows Server 2016 Core Network Guide.

e To perform this procedure, the computer on which you are installing AD CS must be joined to a domain where
Active Directory Domain Services (AD DS) is installed.

Install Steps:

1. Logon as a member of both the Enterprise Admins group and the root domain's Domain Admins group.

2. InServer Manager, click Manage, and then click Add Roles and Features. The Add Roles and Features Wizard
opens.

3. In Before You Begin, click Next.
Note : The Before You Begin page of the Add Roles and Features Wizard is not displayed if you have previously
selected Skip this page by default when the Add Roles and Features Wizard was run.

4. In Select Installation Type, ensure that Role-Based or feature-based installation is selected, and then click Next.

5. In Select destination server, ensure that Select a server from the server pool is selected. In Server Pool, ensure
that the local computer is selected. Click Next.

6. In Select Server Roles, in Roles, select Active Directory Certificate Services. When you are prompted to add
required features, click Add Features, and then click Next.

7. In Select features, click Next.

In Active Directory Certificate Services, read the provided information, and then click Next.

9. In Confirm installation selections, click Install. Do not close the wizard during the installation process. When
installation is complete, click Configure Active Directory Certificate Services on the destination server. The AD

o


https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-certs/install-the-certification-authority
https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-certs/install-the-certification-authority
https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/core-network-guide
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CS Configuration wizard opens. Read the credentials information and, if needed, provide the credentials for an
account that is a member of the Enterprise Admins group. Click Next.

In Role Services, click Certification Authority, and then click Next.

On the Setup Type page, verify that Enterprise CA is selected, and then click Next.

On the Specify the type of the CA page, verify that Root CA is selected, and then click Next.

On the Specify the type of the private key page, verify that Create a new private key is selected, and then
click Next.

On the Cryptography for CA page, keep the default settings for CSP (RSA#Microsoft Software Key Storage
Provider) and hash algorithm (SHA2), and determine the best key character length for your deployment. Large
key character lengths provide optimal security; however, they can impact server performance and might not be
compatible with legacy applications. It is recommended that you keep the default setting of 2048. Click Next.
On the CA Name page, keep the suggested common name for the CA or change the name according to your
requirements. Ensure that you are certain the CA name is compatible with your naming conventions and
purposes, because you cannot change the CA name after you have installed AD CS. Click Next.

On the Validity Period page, in Specify the validity period, type the number and select a time value (Years,
Months, Weeks, or Days). The default setting of five years is recommended. Click Next.

On the CA Database page, in Specify the database locations, specify the folder location for the certificate
database and the certificate database log. If you specify locations other than the default locations, ensure that
the folders are secured with access control lists (ACLs) that prevent unauthorized users or computers from
accessing the CA database and log files. Click Next.

In Confirmation, click Configure to apply your selections, and then click Close.

4.2.2 Generate Web Site Certificate Request

After the Certificate Authority is setup in the previous step, you will need to create the certificate request for the
website.

1. Login to the web server. This most likely will not be the same server the Certificate Authority was previously setup

on.

2. Run the Microsoft Management Console by entering MMC in the search bar and then launching it.

w

Select File>Add/Remove Snap in...

4. Select Certificates in the left column and then select the Add button.



MELD Setup and Maintenance Guide 3.1

August 1, 2021

5.

| Add or Remove Snap-ins

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For

extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-in Vendor - [ conscle Root Edit Extensions...
= | ActiveX Control Microsoft Car... Remove

Authorizaﬁun Manager Microsoft Cor...

Iﬁl Microsaft Cor...

Description:

. Component Services  Microsoft Cor... Move Up
;é‘ Computer Managem... Microsoft Cor...
j- Device Manager Microsaft Car... Add = Move Down
o Disk Management Microsoft and... =
@ Event Viewer Microsoft Car...
| Folder Microsaft Car...
_Ej Group Policy Object ... Microsoft Car...
ifﬂ Internet Informatio,..  Microsaft Car,..
;" Internet Informatio... Microsoft Car...
Brseantyhoner oot s

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Select Computer Account.

Cancel
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Certificates snap-in

This snap-n will always manage cerificates for:

! () My user account

() Service account

: Back Mext = Cancel

6. Select Local Computer.

| Select Computer

Select the computer you want this snap-n to manage.

This snap-n will always manage:

(®)Local computer: fthe computer this console is unning onj

() Another computer; Browse...

[ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Cancel

7. Select Finish and then select OK.
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8. The Certificates snap in should now be loaded. Right-Click on Personal under Certificates (Local Computer) and

10.

11.

select All Tasks>Request New Certificate.

= Consolel - [Console Root\Certificates (Local Computer)\Personal]

E File Action View Favorites Window Help

«s znE ol o= HE

| Conscle Root Object Type
A _RJJ Certificates (Local Computer) | Certificates
4| | Persnnal
ik Find Certificates...

b L Tl Al Tasks 8 Find Certificates...
I || Ente
b 7 Inte View 3 | Request New Certificate...
Bl Trus Mew Window from Here Import...
b - Un_tl Mew Taskpad View... Advanced Operations r
I | Thin
B[] Trus Refresh
b [ Clie Export List...
I | Rem g
b [ Cert = .
I || Srnart Card Trusted Roots
I ] Trusted Devices
I [ Web Hosting
F L Windows Live ID Token |ssuer

Select Next.
Select Next Again.
Select Web Server.

Note: If the Web Server template does not show up in the list, then the logged in user does not have permissions to
enroll in the certificate. To allow the signed in user to Enroll, an administrator will need to login to the domain
server (or the server the certification services was installed on) and follow the below steps:

a) From Administrator Tools>Run the Certificate Authority.

b) The CA will be listed. Right click on Certificate Templates and select Manage.

c) Locate the web server template, right click and then select Properties.

d) Navigate to the Security tab and then add the necessary users to give Enroll permissions. Note: You may need
to grant “Authenticated Users” enroll permissions if individual accounts continue to not allow enrollment.

e) Select OK when complete.
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Console1 - [Console Root\Certificates (Local Computer)\Personal] =|B] *
File Action View Favorites Window Help HNEER
e 2molc:z @
7| Console Root Object Type Actions
4 (G Certificates (Local Computer
=) [( puter) 7| Certificates Personal n
4 [ Personal
“| Certificates = More Action: 13

- [ Trusted Root Certification Authorities I_L' Certificate Properties

- ] Enterprise Trust e

b [ Intermediate Certification Authorities — Certificate Enrollment B subject | General [ Extensions [ Private key | Certiication Authority

b [ Trusted Publishers The subject of a certificate is the user or computer to which the certificate is issued. You

b [ Untrusted Certificates Request Certificates can enter information about the types of subject name and alternative name values that

b ] Third-Party Root Certification Authorities can be used in a certificate.

p [ Trusted People You can request the following types of certificates, Select the certificates you want to request, and thes Subject of certificate

p [ Client Authentication Issuers click Enroll. The user or computer that is receiving the certificate

b [ Remote Desktop — - Subject name:

b ] Certificate Enrollment Requests Active Directory Enrollment Policy Type:

p [ Smart Card Trusted Roots. Me - . " -

omputer 1) STATUS: Available Details _ Add >

b [ Trusted Devices P ¥ Full DN v Add

p [ Web Hosting [¥] Web Server 1) STATUS: Available Details Value:

p ] Windows Live ID Token Issuer

< Remove
4 More information is required to envoll for ths certficate, Click here to configuresettings. [ ([ ]

The following options describe the uses and validity period that apply to this type of certificate: || | Afternative name:
Key usage: Digital signature Type:
Key encipherment

Applcation polcies: Senrer Authemteation

Validity period (days): 730 Value:

[] Show all templates

< Remove

Envoll | [

12. Click on the More Information is required warning. On the Subject tab enter the following,
a) Under Subject name, select the Type drop down and select Common Name. Type the fully qualified domain

name for this web server and then select Add. Note, this is very important that the fully qualified name is
entered.

Note: to find the fully qualified domain name for this web server, Select Control Panel> System and
Security>System. The fully qualified domain name will be listed under Full Computer Name.
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System

T [1B » Control Panel » System and Security » System

W C.;| | Search Control Panel pel |

Contrel Panel Home

'5' Device Manager
'5' Remote settings

'5' Advanced system settings

See also
Action Center

Windows Update

View basic information about your computer

Windows edition

Windows Server 2012 R2 Standard

© 2013 Microsoft Corporation. All rights reserved, ==mWind0WS Server°2012 R2

Systern
Processon Intel(R) Xeon(R) CPU E3113 @ 3.00GHz 3.00 GHz
Installed memory (RAM): 240 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer narme: CNC-TS1
Full computer name: CMNC-T51.CNC local
Computer description: CNC-TS1
Domain: CNC.local

Windows activation

Windows is activated Read the Microsoft Software Licenze Terms

Product ID: 00252-60421-26796-AAS04

'E'Changesettings

Change preduct key

b) Under Alternative name, select DNS and then enter the following:

i) Server name
i) IPaddress

iii) If host names are used for the web application, then all host names will need to be added as well. Refer to
the DNS lookup for a list of all host names. An example of a host name is MELD, where a user would access

the site as https://MELD

Select the Add button for each.

Note: You must enter the Alternative Names and not skip this step. Chrome and other modern browsers will
produce certificate error warnings if not entered.
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£, subject | General | Extensions | Private Key | Certification Autharity

The subject of a certificate is the user or computer to which the certificate is issued, You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type: CHN=CNC-TS1.CNC local

|Common narme

CNC-TS1
192.168.40.32

13. Under the General tab enter a friendly name so this certificate can be easily identified later within IIS.



MELD Setup and Maintenance Guide 3.1

August 1, 2021

Certificate Properties >

,& Subject General Extensions Private Key = Certification Autharity
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| MELD_CNC-TS1| |

Descripticn:

Concel | [ o0

14. Under the Certificate Authority tab, ensure the correct certificate authority is selected. If multiple exists on the
domain, then you will need to select the desired one. If any orphaned records exist from prior certificate
authorities, ensure those are not selected to prevent enrollment errors.

15. Select OK to close the Certificate Properties window.

16. Select the Enroll button from the main Certificate Enrollment window.
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Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then
click Enroll,

Active Directory Enrollment Policy

[ ] Computer kD STATUS: Available Details +
[w] Web Server kD STATUS: Available Details ~
The fellowing options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Server Authentication

Validity period (days): 730

[ ]Show all templates

Enrall

17. Select the Finish button from the main Certificate Enrollment window.
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Certificate Installation Results

The following certificates have been enrclled and installed on this computer,

Active Directory Enrollment Policy

[+ Web Server o STATUS: Succeeded Details «

4.2.3 Generate SMTP Certificate Request

Follow the same steps in the above section, with the following exceptions:

1. Do not setup Alternate Names. The SMTP service will not recognize a certificate with alternative names.
2. Onthe general tab, use a different friendly name to identify the certificate.
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£, subject | General | Extensions | Private Key | Certification Authority |

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=CMC-T51L.CMC local

|Common name Add >

WValue:
| < Remove

Alternative name:
Type:
| Directory name

Value;
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Certificate Properties -
fﬁ Subject | General |Extensiu::ns | Private Key I Certification Authority |

A friendly name and description will make it easier to identify and use a certificate.

Friendly name:

| SMTP-CNC-TS1| |

Description:

| QK | | Cancel | | Apply

4.2.4 Generate SQL Certificate Request

Follow the same steps in the above section, to request a new certificate:

Select Computer for the template instead of "Web Server" from the previous two requests.

Select Details and then the Properties button.

Under the General tab enter a friendly name so this certificate can be easily identified later within SQL Server.
Select OK to close the Certificate Properties window.

Select the Enroll button from the main Certificate Enrollment window.

The certificate will now be available within the list of Personal certificates.

Locate the SQL certificate you just created by looking at the friendly name issued for the certificate. Right-click on
the certificate and then select All Tasks>Manage Private Keys...

Nouspwne
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& File
&=

Action View Favorites Window Help

Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates]

4

2
2
2
2
2
2
2
2
2
2
b

| Console Root
4 (5 Certificates (Local Computer)

_| Personal
_| Certificates
“| Trusted Root Certification Authorities
| Enterprise Trust
_| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
_| Trusted People
| Client Authentication Issuers
| Remote Desktop
_| Certificate Enrollment Requests
Smart Card Trusted Roots

Issued To a5

I CNC-TS1

#7 CNC-TS1.CNC.local
2] CNC-TS1.CNC local
)= CNC-TS1.CNC.local

Z2l WMSve-CNC-TS1

Issued By
CNC-CA
CNC-CA
CNC-CA

Open

Al Tasks v

Cut

Copy
Delete

Properties

Help

Expiration Date  Intended Purp

8/3/2022 Server Authent
9/2/2022 Server Authent]

9/2/2022 Server Authent]

7/1/2027 Server Authent

Open
Request Certificate with New Key...
Renew Certificate with New Key...

Manage Private Keys...

Advanced Operations 4

Export...

8. Add the account the SQL Server service is running under and give the account Read access. To locate the account
SQL server is running under, open Server Configuration Manager>SQL Server Services and look in the Log On As
column next to the correct SQL server instance. Select OK.

4.2.5 CA Root Certificate

The CA Root certificate should automatically import into the Trusted Root Certification Authorities for all computers on
the domain. This may take up to 8 hours before available. If the CA Root is still not present on a machine, try to reboot
the machine. If after reboot, the CA Root is still not available, then it can be manually imported into the Trusted Root

Certification Authorities for that machine.

5 Install DoD root certificates with InstallRoot (Web Server)

Skip this section for password only setup.

MELD requires DoD root certificates for CAC for authentication.

MELD to properly authenticate.

The DoD root certificates will need to be installed for

Follow the steps within this article to Install DoD root certificates with InstallRoot.

https://public.cyber.mil/pki-pke/end-users/getting-started/#toggle-id-1

Important: Every client machine that is accessing MELD will need to perform this install as well.

5.1 Verify InstallRoot installed successfully

To verify the InstallRoot was successful:

Noup,rwNeE

Run the Microsoft Management Console by entering MMC in the search bar and then launching it.
Select File>Add/Remove Snap in...
Select Certificates in the left column and then select the Add button.

Select Computer Account.
Select Local Computer.

Select Finish and then select OK.
The Certificates snap in should now be loaded.


https://public.cyber.mil/pki-pke/end-users/getting-started/#toggle-id-1
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8. Select the Certificates folder location within Trusted Root Certification Authorities and ensure the DoD Root CAs

are shown.

Note: The console window can be saved with the certificate Snap in to skip the above steps when accessing at a later
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time.
= ConsoleT - [T
File Action View Favorites Window Help
e #sE 8| &= HE
| Console Root Issued To “ Issued By

4 _ﬁjJ Certificates (Local Computer)

4 || Personal
| Certificates

4 || Trusted Root Certification Authorities
| Certificates

- || Enterprise Trust

| Intermediate Certification Authorities
= || Trusted Publishers

B || Untrusted Certificates

b

| Third-Party Bont Ceificatinon Authorities

ICNC-CA
T CNC-TS1.CNC Jocal

Z/DoD Root CA 2
=/ DoD Root CA 3
Z/DoD Root CA4
S/DoD Root CA S

(5] Class 3 Public Primary Certificat...
(5] Class 3 Public Primary Certificat...

= Copyright (c) 1997 Microsoft C...

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
CMNC-CA

CMC-TS1.CNC local

Copyright (<) 1997 Microsoft Corp.
DoD Root CA 2

DoD Root CA 3

DoD Root CA4

DoD Root CAS

6 Setup Windows Roles and Features on the Web Server




MELD Setup and Maintenance Guide 3.1

August 1, 2021

Click Start, point to Administrative Tools, and then click Server Manager.

On the Dashboard within the Configure this local server section select Add roles and features.
Keep default selection Role-based or feature based installation and select Next.

Ensure the web server is the one selected in the server pool listing and select Next.

Select the Web Server (1IS) role and ensure the following role services are selected:

vk wnN e

Shown in the first image:

e Request Filtering (within Security)

Shown in the second image (within Application Development):

e ASP.NET 4.5 or later if listed
e ASP
e |SAPI Extensions

° Configure this local server

QUICK START

2 Add roles and features

& Add Roles and Features Wizard - [=lxT]
WHAT'S NEW
DESTINATION SERVER
Select server roles ONCTS1 CNCloca
Before You Begin Select one or more roles to install on the selected server.
LEARN MORE Installation Type Roles Description
Server Selection ) (] Pert (1 of 2 installed) ~ Security provides infrastructure for
erformance (1 of 2 installe -
securing the Web server from users
tOLES AND SERVY ‘ FIRCINS < curity (6 of 9 installed and requests. 1IS supports multiple
Hl=wd) || Svarge Featurss 7| Re iIn ) authentication methods. Pick an
) v - Trsialed) appropriate authentication scheme
e File and 51 SeEsle AuinEntesten Hnstatsay based upon the role of the server.
B Services [[] Centralized $SL Certificate Support Filter all incoming requests, rejecting
| Client Certificate Mapping Muthenticatic without processing requests that r
@ Manageabi o match user defined values, or restrict
requests based on originating
Events Ld address space.
Sarvices [] 1P and Domain Restrictions
[J URL Autharization
Performang , ) ) ;
V| Windows Authentication (Installed)
BPA results 4 [W] Application Development (5 of 11 installed)
[] .NET Extensibility 3.5
v| .NET Extensibility 4.5 (Installed)
— v
< " | »
i Al Servers
.. | < Previous | | MNext » Install
(Y Manznashi
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0 Configure this local server

2 Add roles and features

DESTINATIOM SERVER

Select server roles e e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection [® Health and Diagnostics (4 of 6 installed) |~|  Web Server (IIS) provides a reliable,
5 [m] Performance (1 of 2 installed) ::;}E:;T?;:;i:;ﬁiﬁ Web
Featurss [®] Secu rity (6 of 9 installed)
[m] Application Development (5 of 11 installed

[] .NET Extensibility 3.5

MET Extensibility 4.5 (Installed)

[] Application Initialization

ASP (Installed)

[] ASP.MET 3.5

ASP.NET 4.5 (Installed)

[1.cal

ISAP| Extensions (Installed)

ISAPI Filters (Installed)

[] Server Side Includes

LU TN NREY , W

6. Select Next and ensure the following features are selected:

e _NET Framework 4.5 or later if listed
e ASP.NET 4.5 or later if listed
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= Add Roles and Features Wizard = [ = -

DESTIMATION SERVER

Selex’:t ]CeStU res CNC-T51.CNClocal

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

Server Selection ~ ASP.NET 4.5 provides core support
[ ! ] i R
I [W] .MET Framework 3.5 Features (1 of 3 installed) for running ASP.NET 45 stand-alone

4 [H] NET Framewark 4.5 Features (3 of 7 installed) _ applications as well as applications
| .MET Framework 4.5 (Installed that are integrated with IIS.
v
4 [E] WCF Services (1 of 5 installed)
[] HTTP Activation
J Message Queuing (MSMQ) Activation
[] Mamed Pipe Activation
[] TCP Activation

v| TCP Port Shanng (Installed

| Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlack
['] BranchCache

— W

< Previous Mext > Insta Cancel

7. Select Next to continue and Install.

7 .NET Framework 4.8 (Web Server)

The .NET Framework 4.8 is required to run the .NET applications within MELD. If the server did not come with the 4.8
installation, then it will need to be downloaded and installed from Microsoft.

8 File System (Web Server)

8.1 Folder Copies

8.1.1 MELD Directory

Locate the MELD directory within this setup folder and copy to the wwwroot folder. This is typically located here:
C:\inetpub\wwwrooot.
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8.1.2 IME_Data

Locate the IME_Data folder within this setup folder and copy to a location outside of the wwwroot folder. This folder will
contain all the courseware files and can get very large. It is recommended to place this folder on another local hard drive
that the windows operating system does not reside on, such as D or E. A sample location would be E:\IME_Data.

8.2 Folder Permissions

8.2.1 Inetpub

The inetpub folder contains application configuration files and is a DoD requirement to ensure that only administrators
and necessary system accounts are the only accounts with permission to alter files within this folder.

Verify the permissions exist for the following users. Remove any additional permissions present. If any permissions have
been removed simply make the change to this folder alone, don’t select to replace all child object permissions. This would
replace the default permissions created by IIS.

System: Full control

Administrators: Full control

TrustedInstaller: Full control

ALL APPLICATION PACKAGES (built-in security group): Read and execute
Users: Read and execute, list folder contents

Creator/Owner: Special permissions to subkeys

8.2.2 MELD/IME/Web.config

To prevent reading sensitive information that could be used to gain access to the database, there is a DoD requirement to
only allow administrators and system accounts read access to the MELD /IME/Web.config .

Verify the permissions exist for the following users. Remove any additional permissions present.

System: Full control

Administrators: Full control

Trustedlnstaller: Full control

ALL APPLICATION PACKAGES (built-in security group): Read and execute
Internet Guest Account: IUSR: Read and execute

IIS_IUSRS: YourComputerName\lIS_IUSRS: Read and execute
Creator/Owner: Special permissions to subkeys

8.2.3 MELD/global.asa

To prevent reading sensitive information that could be used to gain access to the database , there is a DoD requirement to
only allow administrators and system accounts read access to the MELD/global.asa file.

Verify the permissions exist for the following users. Remove any additional permissions present.

System: Full control
Administrators: Full control
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TrustedInstaller: Full control

ALL APPLICATION PACKAGES (built-in security group): Read and execute
“Internet Guest Account: IUSR: Read and execute

Creator/Owner: Special permissions to subkeys

8.2.4 Additional Folder Permissions

To enable project management the following permissions must be given to support the upload and creation of
files. These folders can be safely modified by the following accounts, because these are not configuration files
and do not contain sensitive information.

The following “Internet Guest Account: IUSR”, must be given modify, read, and write access to:

1. MELD\Projects

2. IME_Data (Note: This is the directory that is located outside of the wwwroot folder)
3. MELD\IME\Dictionary

Group or user names:

| \-.‘} [admind ealnWall Tillmnl

W IUSR N

A s cmimr—n s

e
02 Administretors (PERAETIA P Adminictrst o
1 | 1] [

To change permissions, click Edit.

Pemissions for IUSR Allow Dery

Full control vy i
Modify v"
Read & execute vy
List folder contents v
u"
o

-

m

Read
Write

For special pemissions or advanced settings,
click Advanced. _

-

The following IIS_IUSRS: YourComputerName\IlIS_IUSRS must be given modify, read, and write access to:
1. IME_Data (Note: This is the directory that is located outside of the wwwroot folder)
2. MELD\IME\Dictionary
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(Group or user names:

(82, SYSTEM ~|
52, Administrators (PGR-BETOW 12\ Administrators)

(A DT P Vot T T a1 L e O LY

FRIIS_IUSRS (PGRBSTOWI2\ISIUSRS) | |

B2 Trietadloetsllar —

m

4 I k

fd.. | [ Bemove |

Permissions for I5_IUSRS Allow Derny

Full control [v] " -
Moddy —

Read & execute
List folder contents
Read

m

HEEE

Leam about access control and pemissions

oK || Cancel

8.2.4.1 Log File and Tool Protection

In addition to the IUSR and IIS_IUSRS permissions above, the Authenticated_Users permission can be granted modify,
read, and write access to the IME_Data folders, except the following two folders:

IME_Data\Log_Browser
IME_Data\IME_Logs

In addition to the system, IUSR, and IUSRS permissions, only system administrators should have access to the these
folders. This is a DoD requirement to protect the audit tools and logs from unnecessary access and modification.

9 Configure MELD website for SSL
9.1 Edit Binding

Open IIS and expand the Sites list. Right click on the web site MELD will be using and select Edit Bindings...

1. Add a binding to port 443 if it does not already exist Select the Edit button if the binding already exists. Note: 443
is the DoD approved port for https.

2. Leave the IP address as “All Unassigned” or you can also enter a specific IP address for the web server.

3. If the website will be using a host name, such as “MELD”, enter the Host name. If no host name is entered the
computer name or IP can be used within the URL to access the site. Note: This host name must be added as a DNS
entry, and also listed as an Alternate name / DNS on the web server certificate.

4. Select the web site certificate that was obtained by the DoD or that the project created from the Certificate
Authority.
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Add Site Binding ? =
Type: IP address: Port:
https ~ | [All Unassigned v| |443 |
Host name:

[] Require Server Name Indication

] Disable HTTP,2
[] Disahle OCSP Stapling

SS5L certificate:
MELD_CMC-TS1 b Select... View...

QK Cancel

9.2 Enable Client Certificate Negotiation

Skip this section for password only setup.

The Enable Client Certificate Negotiation setting is required for working with client certificates.

The Disable Client Certificate Revocation Check is recommended during this initial setup to allow CAC authentication on
standalone systems. The standalone systems will not be able to load the certificate revocation list on the DISA site and
may fail authentication if a local certificate revocation list cache is not available. This will initially not be available, which
is recommend to disable the client certificate revocation check initially.

Follow the steps below to alter these settings:

Open the command prompt as an administrator and enter the below text to get values for <app id> and <cert hash>.
There may be multiple entries returned. Look for the entry with the 443 port.

netsh http show sslcert |

Select the text within the command window and copy and paste into NotePad.

Run the command window again with the <cert hash> and <app id> replaced with the actual values. If the ip address is
included with the port, then replace the 0.0.0.0 with the ip address.

netsh http delete sslcert 0.0.0.0:443
netsh http add sslcert 0.0.0.0:443 <cert_hash> {<app_id>} clientcertnegotiation=enable verifyclientcertrevocation=disable
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Finally, run the netsh http show sslcert command again to verify that Negotiate Client Certificate is showing Enabled and
Verify Client Certificate Revocation is showing Disabled. Make sure to reference the listing with the 443 port and your
matching IP (if included with the port).

B5L Certificate bindings:

A.A.8.8:443
Certificate Haszh bf ?7h3855hd1118ebhabeh??f af 6dbocchS6B8f Fadf 6
prllcatlun ID : {4dc33131 eldb—4a21-hAZ22-59fc669hA?1 43

: Dizabhled

Uaage Check Enahled
Revocation Frezhness Time A

URL Retrieval Timeout A

Ctl Identifier Cnull>
Ctl Store Hame Cnully

e Only : Dizabled

Megotiate Client Certificate
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9.3 Require SSL and Client Certificates

Within 1IS, select the website MELD will be using and then select SSL Settings.

1. Select Require SSL
2. Select Require Client Certificates
Skip this selection for password only setup.

@ SSL Settings

This page lets you modify the S50 settings for the content of a website or application.
[+ Require 551
Client certificates:
_ lgnore
| Accept

®) Require

3. Select Apply under Actions to save changes.

9.4 Update Logging

The DoD requires error logging to include the ASP.NET session id. This value is also very helpful for further investigation
from the MELD generated logs. With both logs producing the ASP.NET session id this value can be used to identify exactly
when a certain user was on the system and the full user activity. Follow the below steps to include the session id with the
IS logs.

Within IS, select the website MELD will be using and then select Logging.
Select the Select Fields button.

Check the Cookie checkbox.

Select the OK button.

Select the Apply to save changes.

v e wN R
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h 0 Logging

Use this festure to configure how 1S logs requests on the Web server,

One log file per: _
Log File Standard Fields:
Format: ~4 URI Stem ( cs-uri-stem ) =
[ W} URI Query ( ¢s-uni-query )
Lk ht Sd'd [V Protocol Status { sc-status )

[ Protocol Substatus ( sc-substatus )
[] Win32 Status ( sc-win32-status )
[] Bytes Sent ( sc-bytes)

Directory:
ZeSystemDrnve%\inetpub\logs\LogFiles

Encoding [ ] Bytes Recerved ( ¢s-bytes)
5.2 (v Tumve Taken ( time-taken )
[ ] Protocel Version ( cs-version ) =
[ ] Host (cs-host)
Log Event Destination 4 m o.eM (gl U«-Anenﬂ )
Select the destination where ES will write log evgl | IM Rl [
| Neterer | cslMeterer] ) v
o Log file only
O ETW event only Custom Fields:
Both log file and ETW event Log Field Source Type Source

Leg File Rollover
Select the method that IIS uses to create 2 new |

®) Schedule

Daily v|

Maamum file size (in bytes):

|

) Do not create new log files
oX Cancel

|
Use local time for file nameng and rollover s

10 Enable HSTS on MELD website

The DoD requires that HSTS is enabled for the website. The HSTS lets a web site tell browsers that it should only be
accessed using HTTPS, instead of using HTTP.

To enable HSTS:

Within IS, select the website MELD will be using and then select HTTP Response Headers.
Click Add in the actions section.

A new form will appear “Add Custom HTTP Response Header”.

Enter Strict-Transport-Security for the Name field.

Enter max-age=31536000; includeSubDomains; preload for the Value field.

v e wNR
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Actions
q HTTP Response Headers "
Add...
Use this feature to configure HTTP headers that are added to bt 7
responses from the Web server, Edit...
Group by: Mo Grouping - X Remove
MName : Value ® Hep
# Online Help
Add Custom HTTP Response Header =~ &lﬂ g

Blarm

Strict-Transport-Security

LY e

max-age=31536000: includeSubDomains; preload|

0K l [ Cancel

6. Select OK.
7. The HSTS header will now be added within the Response Headers listing.

11 Create MELD Application (IIS)

To create the MELD application open IS and expand the Sites list. Right click on the web site MELD will be using and select
Add Application...

h Site
L) Explore

Edit Permissions...

1°  Add Application... |
# | AddVirtual Directory...

Edit Bindings...
Manage Web Site »

i3 Refresh
X Remove

Rename

(7% Switch to Content View

An Add Application form will appear.

e Type MELD in the Alias field.
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e Note the Application pool. By default the application pool will be attached as the “DefaultAppPool”. A new
application pool can be created and changed if desired.

e Browse for the MELD folder that was copied to the web server, typically copied to the “wwwroot” folder.

e Select OK.

Add Application [ > [

Site name:  Default Web Site

Path: f
Alias: Application pool:
[MELD | [DefaultappPool || select..

Examnple: sales

Physical path:
|Cinetpublwwwroot\MELD | - |

Pass-through authentication

| Connect as... | | Test Settings...

[] Enable Preload

0K | | Cancel

The application will now appear in the web site listing:

4.8 Sites
4 € Default Web Site
[> | aspnet_client
b (P HCAP
b [ MELD
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11.1 Enable Parent Paths (11S)

The MELD application needs parent paths to be enabled. To do so, open |IS Manager and navigate to the MELD

application, and then-double click the ASP feature.

q Default Web Site Home
Filter: » [ Go - G5 Show All | Group by: Area - [l
ns
] & E a L
| ASP Authentic... Authorizat... CGI Compression Default e}
Rules Document
O =) 12 ‘__' E_ E.;.,EI-': =
04 % &) [€8) 5 7
Directory  Error Pages Failed Handler HTTP HTTP
Browsing Request Tra... Mappings Redirect Respon... T
1 8§ =
o % l = i e
IPv4 Address ISAPIFilters  Logging MIME Types  Modules Output 3
A Namaal Carlim e

In the list of ASP features, enable the Enable Parent Paths option by selecting True.

Select Apply to save the changes.

Q ASP

Display: Friendly Names

E Behavior Sl
Code Page 0
Enable Buffering True
Enable Chunked Encoding True =
Enable HTML Fallback True
Enable Parent Paths True I~
Limits Properties i
LocaleID 0
Restart On Config Change True
El Compilation -
Enable Parent Paths
Specifies whether an ASP page allows paths relative to the current directory (using the .\
notation) or above the current directory.
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11.2 Error Browser Settings

A DoD requirement is to not allow script errors to appear within the browser window. To ensure these errors do not
display to the user, check that the setting Send Errors To Browser within Debugging Properties is set to False. Select
Apply to save any changes.

@ Asp
Display:  Friendly Mames <
~ Behavior
Code Page 0
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
Limits Properties
Locale ID 0
Restart On Config Change True
v Compilation
w Debugging Properties
Calculate Line Numbers True
Catch COM Compoenent Exceptions True
Enable Client-side Debugging False
Enable Log Error Requests True
Enable Server-side Debugging False
Log Errors te MT Leg False
Run On End Functions Anonymously True
Script Error Message An error occurred on the server when processing the URL. Please contact the system administrate
Send Errors To Browser False ~
Script Language VBScript

a  Soryicres

11.3 Create IME Application (11S)

To create the IME application, locate the MELD application within 1IS. Right click on the MELD application and select
“Add Application”.

4-[&) Sites
4D Default Web Site
[> | aspnet_client
b (P HCAP
4 MELD
_p | Explore

= Edit Permissions...

b
b
[

<7 Add Application...

An Add Application form will appear.

e Type IME in the Alias field.

e Switch the Application pool to .NET v4.5

e Browse for the IME folder located within the MELD folder that was copied to the web server, typically copied to
the “wwwroot” folder.

e Select OK.
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Add Application EEN

Site name:  Default Web Site

Path: /MELD t
Alias: Application pool:
O | [NET a5 | | Select..

Example: sales

Physical path:
|C:\inetpub\wwwrunt\MELD\lME | | ‘

Pass-through authentication

‘ Connect as... | ‘ Test Settings...

[] Enable Preload

oK ‘ ‘ Cancel

The application will now appear in the web site listing.

11.3.1 Setup uploadreadAheadSize

SSL requires the read ahead size to be set to your upload limit size (500MB) to prevent data retrieval errors.
Follow the below steps to increase the read ahead size to 500MB:

Select the IME application within IIS and then select Configuration Editor
Select system.webServer/serverRuntime from the drop down menu
Look for the uploadReadAheadSize and change the value to 504857600.
Select the Apply button to save the changes.

El

Configuration Editor

[.’..%

Section system.webServer/serverRuntime ~ From: ApplicationHost.cenfig <location path='Default Web Site/MELD/IME' />

4 Deepest Path: MACHINE/WEBROOT/APPHOST/Default Web Site/MELD/IME

alternateHostName

appConcurrentRequestLimit 5000
authenticatedUserOverride UseAuthenticatedUser
enabled True

enableMagling False
frequentHitThreshold 2
frequentHitTimePeriod 00:00:10
maxRequestEntityAllowed 4294967295

uploadReadAheadSize 504857600
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11.3.2 Create IME Data Virtual Directories (1I1S)

The IME_Data folder located outside of the wwwroot location stores the files used to create the courseware exports, the
courseware exports, and all temporary files used for imports and previewing courseware. These folders are accessible

to the MELD application by using virtual directories.

11.3.2.1 Create Export Virtual Directory (1IS)
Right click on the IME application and select Add Virtual Directory...

B[] images
a¥ IMF
i =l Explore

o [

Edit Permissions...

& Add Application...
Add Virtual Directory...

L

1. Enter export for the Alias.
2. Browse for the IME_Export folder within the IME_Data location.

3. Click OK
Add Virtual Directory L2 [ x|

S5ite name:  Default Web 5ite
Path: SMELDYIME

Alia=

|Exp|:|rt

Exarnple: images

Physical path:
|EAIME _Data\IME_Export

Pass-through authentication

Connect as... Test Settings...

QK Cancel

11.3.2.2 Create Temp Virtual Directory (lIS)
Right click on the IME application and select Add Virtual Directory...
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images
IMF
| g Explore

I
| [
L

Edit Permissions...

| & Add Application...
= Add Virtual Directaory...

S —

1. Enter temp for the Alias.
2. Browse for the IME_Temp folder within the IME_Data location.
3.

Click OK
Add Virtual Directory (2 [ ]]

Site name:  Default Web 5ite
Path: SMELDYIME

Alias

|terr1p

Exarnple: images

Physical path:
|EAIME _Data\IME_Temp

Pass-through authentication

Connect as... Test Settings...

QK Cancel

11.3.2.3 Create Logs Virtual Directory (IIS)
Right click on the IME application and select Add Virtual Directory...

1. Enter logs for the Alias.
2. Browse for the IME_Logs folder within the IME_Data location.
3. Click OK

The IME application within IIS should now look like this:
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s

a-F IME
| App_Themes
| bin
| Controls
| Dictionary
# | export
| Images
# | logs
| Pages

b
b
s
b
b
b
s
[+
f> | Scripts
2

& temp

PR

11.4 Application pool settings

11.4.1 Update application pool recycling options

The application pool recycling options will recycle every 1740 minutes. This will log all users out of MELD every 1740
minutes. This is not ideal and should be updated to recycle during off hours.

To change the recycling options follow the below steps:

Within 1IS, select the application pool(s) used for the MELD application.

Select Recycling.

Uncheck Fixed Intervals.

Select the Specific times(s) checkbox and enter a specific time frame when users would not typically be on the
server.

5. Select Next and then finish to complete the change.

El
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Edit Application Pool Recycling Settings [

‘:‘ Recycling Conditions
b=

Ficed Intervals

[[] Regular time intervals (in mintes): [T] Fixed number of requests:

[v Specific timeqs):
12400 &AM
Exarmple: 8:00 PM,12:00 AM

Memory Based Maomumes

[ Virtual memory ussge [ar KB): | Prreste meEmany ussge (in KR):

[ Nt | | Cancel

11.4.2 Update application pool identity

The application pool(s) needs to set the Identity to NetworkService to support the SMTP service and the audit log
reporting services.

Within IS, locate the application pool used by MELD and IME and select Advanced Settings to change the Identity.
Select NetworkService from the drop down menu.
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Advanced Settings _

Lirnit Action Mohction -
Limit Interval (minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4294967295

Processor Affinity Mask (84-bit option) 4294067295
4 Process Model

t:_Generate Process haodel Fuent Log Entry

Identity NetworkService |Z| =
~Tdle Tirme-out (minutes) 20

Idle Time-out Action Terminate

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximurn Response Time (seconds) 90

Ping Pericd (seconds) 30

Shutdown Time Limit (seconds) a0

Startup Time Limit (seconds) a0
4  Process Orphaning

Enabled False y
ldentity

[identity Type, username, password] Configures the application pool to run as built-in
account, i.e. Application Pool ldentity (recommended), Metwork Service, Local System, Loc...

QK Cancel

11.4.3 Increase Session Timeout (11S)

The DoD requires a timeout after 15 minutes for a standard user and 10 minutes for a user with elevated permissions.
However, if an exception is made for this timeout value, then it can be changed below to satisfy the site requirement.

The default timeout for an application within IS is set to timeout after 20 minutes. If the user has not actively
submitted data within the time period the application will timeout and the user will need to enter their credentials to
access MELD again. To increase this timeout, locate each application pool used within MELD. This is typically the
default application pool and the .NET 4.5 application pool, unless changed when the applications were added within IIS.

Right click on each application pool and select “Advanced Settings”
Scroll until “Idle Time-out (minutes)” is located.

Increase the time-out to the desired time out period.

Close the Advanced Settings Window.

PR
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11.4.3.1 Increase Timeout in Configuration Files

If the timeout value is increased within the application pool, it will also need to be increased within the global.asa file.
This is explained in more detailed within section “Update Configuration Files within MELD (Filesystem)”.

11.5 URL Rewrite

The URL Rewrite module is required to set the DoD requirement for the HTTPOnly attribute for the classic ASP session
cookies used within IIS. This will prevent JavaScript access to these session cookies.

11.5.1 Install

To install the module, it will need to be downloaded from Microsoft here:

https://www.iis.net/downloads/microsoft/url-rewrite

Download the x64installer (all downloads appear as a listing at the end of the page).

11.6 MIME types

Lessons typically contain movie files, which will not display by default. The MIME types will need to be added to display
movies within lessons.

Within IIS, select the server name and then select MIME Types. Select Add... to add a new MIME type.

File  View Help

Connections Actions

UJ' MIME Types

v --Hj PGR-BERHV1Z (CNC\mclark)

= o Use this feature to manage the list of file name extensions and associated content types that ® Help
it Application Pools

. are served as static files by the Web server.
@ Sites
Group by: Mo Grouping o

Extension MIME Type Entry Type fal
323 text/h323 Local
3g2 video/3gppl Local
3gp video/3gpp Local
3gpd video,/3gppd Local
3gpp video/3gpp Local
.3ac audiofaac Local
.aaf application/octet-... Local
.aca application/octet-... Local
accdb application/msac.. Local
accde application/msac...  Local
accdt application/msac.. Local
acx application/intern...  Local
adt audiofvnd.dina.adts Lecal
adts audio/vnd.dina.adts Local
.afm application/octet-... Local S

- i S b I ~mal

Cenfiguration: 'localhost’ applicationHost.config Gj
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The extensions .mp4 and .mp4v should both be added and mapped to video/mp4.

Edit MIME Type ? ot
lkmp4
MIME type:
|viu:|eu:u,a’rr1p4
OK Cancel

12 SQL Server

SQL Server versions 2008 and above may be installed to run the MELD application.

Note: For a test environment SQL Server Express may be installed. For a live production site, the full version of SQL
Server is recommended.

Important: It is a DoD requirement that SQL Server must be installed on a drive separate from the operating system
drive.

12.1 Microsoft SQL Server Management Studio

Ensure SQL Server Management Studio is installed during the SQL Server installation. This enables an interface to
attach the databases and add the user accounts explained in the next topic.

12.2 Server Authentication

Ensure the Server Authentication is set to “SQL Server and Windows Authentication” when installed. This establishes
access to the MELD databases from the MELD applications. Individual users will login through the MELD application and
not have access to the SQL server text based password, which makes this approach low risk. This level of risk is accepted
by the ISSO/ISSM.

12.3 SQL Server Management Studio
12.3.1 Copy Databases

Copy the databases and database log files within the Databases folder located within this setup folder to the Microsoft
SQL Server Data folder on the server.

Attach databases within SQL Server Management Studio from this location. The databases are titled:

e CoDE
e FEA
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e CMATT
e (Ol
e TSSR

e Workflow

12.3.2 Create EXEC role

The db_executer role will need to be added to each database to support executing stored procedures. To add the role,
copy and paste the text below and run within SQL Server Management Studio

Use CoDE

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor
Use FEA

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor
Use CMATT

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor
Use COI

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor
Use TSSR

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor
Use Workflow

CREATE ROLE db_executor
GRANT EXECUTE TO db_executor

12.3.3 Create MELD SQL Server Account

Select Security>Logins>New Login...

- 1 Databases
+ [ Systemn Databases
# | ) CMATT
# | )] CoDE
= |J cal
+ | | FEA
= |J OGS
= | TSSR
+ | Workflow
= [ Security

‘-—JE_-

Mew Login... EL

Enter the following information:

Login name: meld_user

Password: desired password

A DoD requirement on specific systems is to check: Enforce password policy

A DoD requirement on specific systems is to check: Enforce password expiration

El
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Important: If you are on a specific system required by DoD to enforce password policy on SQL server accounts,
then it is critical to be familiar with the policy set on your network and to set alerts to remind you BEFORE the
password expires to update the password within SQL server AND the MELD configuration files. (section “Update
Configuration Files within MELD (File System)”.

Important: If enforce password policy is selected for the SQL account and password policy is set to require a user
to change the password after first login, then MELD will fail when launching for the first time and a 500 Generic
Server Error will appear on screen until the meld_user password is changed. After the password is changed the
configuration files will need to be updated to reflect the new password (section “Update Configuration Files
within MELD (File System)”

5. Select the User Mapping page / link within the same form.
6. Check each database and then check the db_datareader , db_datawriter, and db_executor role for each.

B Login Properties - meld_user — O *
Select a page )
F Gen:ml L Scipt ~ @ Help
& Server Roles
& ser Mapping Users mapped to this login:
& Securables Map Database ser Default Schema
& Status CMATT meld_user o
CoDE meld_user dbo
col meld_user dbo
FEA meld_user dbo
| master
| model
| medb
[0 tempdb
TSSR meld_user dbo
Waorkflow meld_user dbo
Connechon —
Server o
MELD-LAB Database role membership for: CMATT
Connection: [] db_accessadmin
= [] db_backupoperator
w¥ \iew connection properties ~| db_datareader
+| db_datawriter
|| db_ddladmin
[] db_denydatareader
[] db_derydatawriter
Progress T —
] db_owner
Ready (] db_securtyadmin
public
Concs
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7. Double check each database and make sure the db_datareader and db_datawriter, and db_executor are
assigned to each. With the number of databases this step could get overlooked and needs to be double checked
before moving forward.

8. Select OK.

12.3.4 Set Password Dates

Run the following script to ensure the admin account does not get disabled due to expired dates within the database.
To execute the script, copy and paste the text below and run within SQL Server Management Studio.

Use CoDE

Update [user] set pwd_date = DATEADD(DAY, -70, GETDATE())
GO

UPDATE [user]

SET locked = @, last_signed_on = GETDATE()

GO

12.3.5 Additional SQL Server Accounts

There should be no other additional SQL server accounts required to support the MELD application. If any other
accounts are present, and are not used for other active applications, they should be removed.

Only authorized Windows Administrators should have access to the SQL server databases to support database
maintenance. These administrators should use their Windows account to login to the SQL Server Management Studio
and should not have individual SQL server accounts.

12.4 Install OLE DB Driver for SQL Server

To support TLS 1.2, a new driver will need to be installed. Follow the below link from Microsoft to install the OLE DB
driver.

https://docs.microsoft.com/en-us/sql/connect/oledb/applications/installing-oledb-driver-for-sql-
server?view=sgl-server-verl5

12.5 Update SQL encryption

Navigate to SQL Server Configuration Manager > SQL Server Network Configuration. Right-click on Protocols for the
correct SQL instance, , and click on Properties.

Under the Flags tab, set Force Encryption to Yes.

Under the Certificate tab, select the SQL certificate created or obtained from the DoD within the “DoD SSL certificates
section” of this document.

Select OK to complete the setup.


https://docs.microsoft.com/en-us/sql/connect/oledb/applications/installing-oledb-driver-for-sql-server?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/connect/oledb/applications/installing-oledb-driver-for-sql-server?view=sql-server-ver15
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WIVCI CUTITgUTauon WidTriayer TLutaly FTCTIOCCT Name STatus
B SQL Server Services ¥ Shared Memory  Enabled
_E_ SQL Server Network Configuration (32bit|| %= Named Pipes Disabled

b 2 SOL Native Client 11.0 Configuration (32 ¥ TCP/IP Disabled

4 _E_ SQL Server Network Configuration
El= Protocols for SQLEXPRESS

E= Protocols for SOLEXPRESSMHS3
b % SQL Native Client 11.0 Configuration

Protocols for SQLEXPRESSMHS53 Properties li-

Flags | Certificate | Advanced |

B General
Force Encryption Yes _:_}
Hide Instance No

' Force Encryption
Turn on or off encryption for selected server instance

| OK H Cancel | Apply

13 Update Configuration Files within MELD (File System)

13.1 Global.asa

Simply open the global.asa using NotePad within the wwwroot MELD folder to update the following settings. A typical
path to the global.asa is located here C:\inetpub\wwwroot\MELD.

13.1.1 Connection Strings
The connection string read by MELD will need to be updated to reflect the SQL server name and MELD SQL server

account.
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The connection lines listed below will need to reflect the SQL server name (and instance name if applicable) and the
MELD SQL Server login and password created in a previous step.

Sub Application OnStart
Application("ROOT_URL™) = "/MELD"
Application("IMAGES URL™) = "/MELD/images"
Application("ApplName™) = "MELD"
Application("Physical Path™) ="C:‘\Inetpub\wmwroot"
Application("QASP Option™) = 2
Application("AllowedConcurrentlogins™) = 2
Application("DaysInactiveBeforeBlock™) = 35 'DoD requirement is to
Application("HoursConcurrentReset™) = 3
Application("DaysBeforePasswordChange”) = 68 'DoD requirement is tg
Application("AdminTimeQut™) = 18 "Dol requirement for an admin us
Application("CoDE_Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypeCompd
Application("FEA Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeCompai
Application("Workflow Connection™) = "PROVIDER=MSOLEDBSQL;DataTypel
Application("TSSR_Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypeComps
Application("CMATT Connection™) = "PROVIDER=MSOLEDESQL ;DataTypeComy
End Sub

13.1.2 Application Physical Path
Update the physical path value to reflect the path to MELD on the web server.

Sub Application OnStart
Application("ROOT_URL™) = "/MELD"
Application("IMAGES URL™) = "/MELD/images"”
Application("AppName") = "MELD"
Application("Physical Path") ="C:‘\Inetpub‘\wwwroot"
Applicationi YASF Uption J = Z
Application(”AllowedConcurrentlogins™) = 2
Application("DaysInactiveBeforeBlock™) = 35 'DoD requirement is to
Application("HoursConcurrentReset™) = 3
Application("DaysBeforePasswordChange™) = 68 'DoD requirement is tq
Application("AdminTimeOut™) = 18 Dol requirement for an admin uj
Application("CoDE_Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeComps
Application("FEA Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypeCompal
Application("Workflow Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypel
Application("TSSR_Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeComp3
Application("CMATT Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypelomy
End Sub

Save and close Notepad when complete.
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13.1.3  QASP_Option

Refer to the User Guide section “CMATT>Reports>QASP Reports” to determine what reporting method is required for
your site. Most sites are using the newest method, option 2. However, older sites are still using option 1.

13.1.4 DoD Settings

The below values set to the default DoD settings with the initial MELD setup. However, if exceptions are approved these
setting values can be changed.

13.1.4.1 AuthenticationMethod

The two acceptable values for Authentication Method are “Passcode” or “SmartCard”. If SmartCard is entered a
username and password form will be available for first login to the system. After that initial login, the user will
automatically authenticate with their CAC.

This value is located within the Application_OnStart section.
Application("AuthenticationMethod") = “Passcode”

13.1.4.2 AllowedConcurrentLogins

The MELD application has set the organization limit to 2 concurrent logins.

This will allow a user to login to MELD twice using the same account, at the same time, for example one instance in
Internet Explorer and one instance within Chrome. In order to capture the session data correctly, the user must
remember to always log out each time they exit MELD.

This value is located within the Application_OnStart section.
Application("AllowedConcurrentLogins") = 2

13.1.4.3 DayslInactiveBeforeBlock

DoD requirement is to disable an account after 35 days of inactivity.

This value is located within the Application_OnStart section.
Application("DaysInactiveBeforeBlock") = 35

13.1.4.4 HoursConcurrentReset

This value is not a DoD required value, but was added to remove any session data that was not logged out properly after
a certain amount of time. The default value is 3 hours. If a user is locked out because of left over concurrent login data
within the system, this will automatically clear out after 3 hours. This value can changed based on the needs of the site
and the other values.

13.1.4.5 DaysBeforePasswordChange

DoD requirement is to change a password every 60 days.

This value is located within the Application_OnStart section.
Application("DaysBeforePasswordChange") = 60
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13.1.4.6 InvalidAttemptsBeforeLock
DoD requirement is to automatically lock a user out after 3 invalid attempts

This value is located within the Application_OnStart section.

Application("InvalidAttemptsBeforeLock") = 3

13.1.4.7 InvalidMinutesBeforeLock
DoD requirement is to automatically lock a user out after 3 invalid attempts within a 15 minute time period.

This value is located within the Application_OnStart section.
Application("InvalidMinutesBeforeLock") = 15

13.1.4.8 TotalCharPassChange
DoD requirement is to require the change of at least 8 of the total number of characters when passwords are changed.

This value is located within the Application_OnStart section.
Application("TotalCharPassChange") = 8

13.1.4.9 TotalPassGen

DoD requirement is to not allow password reuse for a minimum of 5 generations.

This value is located within the Application_OnStart section.
Application("TotalPassGen") =5

13.1.4.10 PassCharLen

DoD requirement is to have a minimum 15-character password length.

This value is located within the Application_OnStart section.
Application("PassCharLen") = 15

13.1.4.11 PassCharUpperCaseCount

DoD requirement is to have at least one uppercase character.

This value is located within the Application_OnStart section.
Application("PassCharUpperCaseCount") = 1

13.1.4.12 PassCharLowerCaseCount

DoD requirement is to have at least one lowercase character.

This value is located within the Application_OnStart section.
Application("PassCharLowerCaseCount") = 1
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13.1.4.13 PassSpecialCharCount
DoD requirement is to have at least one special character.

This value is located within the Application_OnStart section.
Application("PassSpecialCharCount") = 1

13.1.4.14 PassNumericCount
DoD requirement is to have at least one numeric character.

This value is located within the Application_OnStart section.

Application("PassNumericCount") = 1

13.1.4.15 DaysBeforeUserPassChange

DoD requirement is to not allow a user to change their password more than once within a 24 hour period.

This value is located within the Application_OnStart section.
Application("DaysBeforeUserPassChange ") = 1

13.1.4.16  AdminTimeOut
DoD requirement for an admin user is to timeout after 10 minutes of inactivity
Note: If the application pool value was changed to support a larger timeout, then it will need to be reflected here too.

This value is located within the Application_OnStart section.
Application("AdminTimeOut") = 10

13.1.4.17 Session.Timeout

DoD requirement for a standard user is to timeout after 15 minutes of inactivity
Note: If the application pool value was changed to support a larger timeout, then it will need to be reflected here too.

This value is located within the Session_OnStart section.
Session.Timeout = 15

13.2 MELD\IME\Web.config
13.2.1 Update Connection Strings

For the IME Web.config, open the file within NotePad and locate the “connectionStrings” section. A typical path to the
web.config is located here C:\inetpub\wwwroot\MELD\IME.
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<connectionStrings:»
<add name="DefaultConnection” providerName="5ystem.D;
<add name="CoDEEntities" connectionString="metadata=
<add name="FEAEntities" connectionString="metadata=r;
<add name="COIEntities" connectionString="metadata=r;
{fcunnectiunﬁtrings}

The connection strings will need to reflect the SQL server name (and instance name if applicable) and the MELD SQL
Server password created in a previous step.

Save and close Notepad when complete.

13.2.2 Encrypt Connection String

Now that the connection string has been updated to support the SQL server instance and password, it will need to be
encrypted to protect the data.

Open the encryptWebConfig.bat located within the MELD setup folder and open the file within NotePad. Ensure the
path reflects the MELD IME folder located within the wwwroot folder. Update the path if the path is different than what
is listed in the file and save the file.

| *encryptWebConfig.bat - Notepad — O x

File Edit Format View Help

cd C:y\Windows‘\Microsoft.NET\Frameworkivd.8.36319 -
ASPNET_REGIIS -pef "connectionStrings" "C:\inetpub‘wwwroot\MELDYIME"

pause

Ln 7, Col1 100%  Windows (CRLF) UTF-2

Right click on the file and select Run As Administrator.

13.2.3 Update Additional Settings

These additional settings are found within the <appSettings> section of the web.config.

13.2.3.1 SendSiteAdminEmailLogs

MELD will notify system Administrators and Information System Security Officers for all account changes. However, if
the MELD server is within a standalone network where email support is not possible, this value should be set to False.

13.2.3.2 SMTPHostServer

The SMTP host will need to be updated to reflect the fully qualified domain name of the web server. If you setup a
certificate authority this information was already identified in an above step.
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Note: to find the fully qualified domain name for this web server, Select Control Panel> System and Security>System. The
fully qualified domain name will be listed under Full Computer Name.

13.2.3.3 SMTPHostPort
Note: The DoD accepted port for SMTP is 25. This value should remain as is in the web.config.

13.2.3.4 LogFolderAllocatedSizeMB

The default value for allocated space for the auditing logs is 500MB. This value can be change to meet system
preferences. An email will be sent to all system Administrators and Information System Security Officers when 75% of
the allocated space is use.

13.2.3.5 LogNonPrivilegeChanges
To allow logging of non-privilege MELD modules such as RIMM and Issue Tracker select this value to true.

14 Setup SMTP on Web Server

Skip this section for standalone MELD web servers that do not have internet access.
This section addresses the DoD requirement to email administrators when account information changes.
To setup SMTP perform the following:

Launch the Server Manager and install the SMTP Server feature.

14.1 Set Service to Automatic

After the install was successful, select: Administrator Tools>Services and locate the Simple Mail Transfer Protocol
(SMTP) service. Right click this service and select Properties. Select the Startup type to Automatic. Select Apply.

14.2 Open Port

Contact IT to allow port 25 to and from this web server. Note: 25 is the DoD approved port for SMTP.

14.3 mailroot permissions

1. Locate the mailroot folder which should be within the InetPub folder.

2. Grant the Internet Guest Account: IUSR and the YourComputerName\lIS_IUSRS modify, read, and write access to
the mailroot folder.

14.4 McAfee Settings

Ensure that McAfee is not blocking the ASP.NET process from sending emails.

Open the VirusScan Console.

Right click on Access Protection and select Properties

Click on AntiVirus Standard Protection

Single click on “Prevent mass mailing worms from sending email”

i o
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5. Select Edit

6. Ensure the following processes are added to the Exclude list:
o w3wp.exe
e aspnet_wp.exe

Note: These changes may need to be made on the McAfee ePO server if local changes are not allowed or become over
written by the McAfee ePO server.

%m’wt can Console
Tasl-:r E;ht 7\/1ew qu!s Help -
> |m| Glax| Ba B P

Task I Status l Last Result l Last Run
Access Protection Enabled

v \’ .
[=1 On-Delivery Email Scanner Enabled ; , s
) \
4

(8] Unwanted Programs Polig Rule Details
On-Access Scanner
8 Quarantine Manager Poli Rule Name:

01 & Access Protection IPreventmassmaiﬁng worms from sending mail
9
Access Protection l Ref processes to indude:
) & | Access Protection R{ | *
Virus Use access protecti
[V Enable accesspq Processes to exdude:
Catoaoion agent.exe, amgrsrvc.exe, apache.exe, ebs.exe, eudora.exe, explorer.exe, A
Arﬁizznwam Stanc firefox.exe, firesvc.exe, iexplore.exe, inetinfo.exe, mailscan.exe, MAPISP32.exe, v _being ey
g m -
Anti-spyware Maxir! d =
z:-\nms Standard cutable and cot T
-virus Maximum
(l;ti-vims g:z:‘arl; OK ' Cancel | vrble extensions )
mmon
Common Mm Protgdion J Vj Prevent mass mailing womms from sending mail )
Vitual Machine Protection \ 'v Prevent IRC communication j
User-defined Rules Prevent use of tftp.exe L~
< > 2
< > Edit... Delete New I

[V Prevent McAfee services from being stopped

0K Cancel Apply Help
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14.5 Launch IIS 6 (installs when the SMTP feature is added)

14.5.1 Require TLS encryption

The DoD requirement is to require TLS encryption, To do this, right click on the SMTP virtual server, select Properties
and then select the Access tab.

Check the box Require TLS encryption.

Note: There must be a server certificate located in the Personal folder for the SMTP server (typically the web server). The
fully qualified domain name must appear as the common name for the certificate and the certificate cannot use
alternative subject names. Refer back to section “DoD SSL certificates” above for more information. If a certificate is not
found then the “Require TLS encryption” will not be enabled. Please note the expiration date and ensure the SMTP
service is pulling the correct certificate. If it is selecting an expired certificate, then you will need to remove the expired
certificates from the Personal folder using the MMC certificate snap in.

PJ Internet Information Services
4 w8 CNC-T51 (lecal computer)
A ES} [SPTP Virtual Server #1]

‘% Domains

7 Current Sessions

iy ol =

[SMTP Virtual Server #1] Properties

Geneal | Access | |lessages | Delivery I LDAP Routing I Security |

Access control

Edit the authentication methods for this
ESOUMCE.

| Authentication. .. |

Secure communication
A TLS cedificate is found with expiration date: 1/1/2018

[v Require TLS encryption

Connection cortrol

Grant ar deny access to this resouce using

IP addresses or Intemet domain names. Connection... |
Relay restrictions
Grant or deny permissions to relay e-mail Relay |

through this SMTP virtual server.

OK || Cancel || Moy || Heb |
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14.5.2 Set Relay Servers

On the same access tab, relay restrictions will need to be entered.

1. Select the Relay button.
2. Add the following IPs:

e 127.0.0.1
e |P of your SMTP server (typically web server)
3. Select OK.

Internet Information Service | Name
98 CNC-TS1 (local comput|| 42 Domains
4 & [SMTP Virtual Server|| €% Current Sessions

% Domains

€ Current Sessions

Relay Restrictions -

Select which computer may relay through this vitual senver:

SMTPVIN & Gnlythe st below
| Generdl | Access | Messag " All except the list below
Computers:
frzesEmm Access IP Address (Mask) / Domain Name
Edit the authentication @f"Gmmed 127.0.0.1
resource. o
&f Granted 192.168.40.32
Secure communication
ATLS certfficate is foun
™ Require TLS encryd Add... | |

¥ Alow all computers which successfully authenticate to relay, regardless
Connection control of the list above.

(Grant or deny access tqg

IP addresses or Intemet
QK | Cancel Help

Relay restrictions

(Grant or demny pemissions to relay e-mail Relay
through this SMTP wirtual server.

ok || Cancel || romy Help

15 Launching MELD

To launch MELD enter the following path within the web browser: Webserver Name or IP/MELD.

15.1 Initial Launch
15.1.1 Smart Card Systems

For SmartCard systems, before the MELD website will load a certificate popup will display. Select the DoD certificate
that is not the email certificate, as shown below.
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Select a Certificate

|ssuen DOD D CA-59

Valid From: 8/10/2020 to 1/31/2022

‘Click here to view certificate ;
iproperties

Issuer: DOD EMAIL CA-59
Valid From: 8/10/2020 to 1/31/2022

Next, enter the PIN associated with your CAC.

Smart Card

Please enter your PIM,

PIN

"

Click here for more information

The MELD notice and consent screen will display. Select | Agree.
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M E L D Merge, Manage, and Modernize E-Learning Development vs.1

CONTACT US

_ogin >
MELD Notice and Consent Statement

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:
* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
counterintelligence (CI) investigations.

* At any time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and
may be disclosed or used for any USG authorized purpose.

* This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit
or privacy.

* Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the
content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details.

MELD source code is owned by the USG and therefore no alterations or reproduction of the source in whole or in part, in its

current or another format, are authorized.

Next a message will display stating that the CAC information did not match the MELD records. Select the OK button to
login with the initial admin password.

MELD Notice and Consent Statement

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
counterintelligence (CI) investigations.

* At any time, the USG may inspect and seize data stored on this IS.
Message from webpage -

* Communications using, or data stored
may be disclosed or used for any USG 4

eption, and search, and

CAC informatien did not match the MELD records. Please try to login

+ This IS includes security measures (e.d B vith your usemame and password and then try the CAC login again. If [ for your personal benefit
you are still unable to access MELD through your CAC login, please

orprivacy. contact a MELD administrator to cornplete the account setup process.

* Notwithstanding the above, using this ] hg or monitoring of the
content of privileged communications, g Itorneys,
psychotherapists, or clergy, and their ag onfidential. See User

Agreement for details.

MELD source code is owned by the USG and therefore no alterations or reproduction of the source in whole or in part, in its

current or another format, are authorized.
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Login >

Questions about MELD?

Username:

Password:

Notify MELD SUPPORT using the Contact Us link above.

Enter admin for the username
Enter AdminDefaultAcct!321 for the password

After a successful login, you will need to update the password on the next screen.

Login > Change Password >

This page allows you to change your password. Please note that changes to your information 1
Your password has expired

Passwords must meet the following criteria:

. Cannot be over 60 days old

. Cannot be one of the last 5 passwords used for this account

. At least 1 lowercase character: a-z

. At least 1 uppercase character: A-Z

. At least 1 number: 0-9

. At least 1 special character - ()" ~!l@#$% " &*-+=|\{}1:;<=,.2 )

. 8 out of the 15 characters in the original password must be changed

=~ h U AL b

Please change your password accordingly.

New Password

Please enter your new password, and click the "Update My Password" button when finished.
Type Old Password: | |
Type New Password: | |
Confirm New Password: | |

Update My Password

Next, select the Administration project and then the User Administration module. Select the Edit button within the
admin account row, and update the following fields:
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Login > Projects > Administration > User Administration > Add/Edit Users >

Reset Password Add/ Edit Users

User Name: [admin |
PKI: 123456789 |
Email: [admin@email.com |
First Name: [ADMIN |
Last Name: [Account |

Address:

Phone:(( D[ || | |
Title: |Administrator |
Company/Command: | Not Determined /|

System Admin:
Security Officer:

Update User

o User Name: The User Name field needs to reflect a different username than admin. This is typically a
combination of a user’s first and last names.

e PKI: If a PKl value is present then MELD was able to read the PKI from the CAC during the initial login. If no

value is present the number on the back of the CAC can be entered.

First Name: The First Name field needs to match the first name exactly as it appears on the CAC.

Last Name: The Last Name field needs to match the last name exactly as it appears on the CAC.

Email: The Email fields needs to reflect the user’s email address that should be used for communication.

System Admin: If this MELD account wishes to receive emails when account information is changed, the System

Admin drop down will need to change to True.

After all fields have changed, select the Update User button.

Next, login to MELD again, MELD should recognize your new information and pull it from your CAC and automatically log
you in.

It is recommended to create multiple administrator accounts to ensure the system is covered during account lockouts.
Refer to the MELD Administrator Guide for more information on creating user accounts.

15.1.2 Username / Password Systems

The MELD notice and consent screen will display. Select | Agree.
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M E L D Merge, Manage, and Modernize E-Learning Development vs.1

_ogin >

MELD Notice and Consent Statement
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration

testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
counterintelligence (CI) investigations.

= At any time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and
may be disclosed or used for any USG authorized purpose.

* This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit
or privacy.

* Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the
content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details.

MELD source code is owned by the USG and therefore no alterations or reproduction of the source in whole or in part, in its

current or another format, are authorized.

Username and password systems will go directly to the username and password screen.

M EL D Merge, Manage, and Mc

Login >

Questions about MELD?

Username:

Password:

Notify MELD SUPPORT using the Contact Us link above.

Enter admin for the username
Enter AdminDefaultAcct!321 for the password.

After a successful login, you will need to update the password on the next screen.
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Login > Change Password >

This page allows you to change your password. Please note that changes to your information 1
Your password has expired

Passwords must meet the following criteria:

. Cannot be over 60 days old

. Cannot be one of the last 5 passwords used for this account

. At least 1 lowercase character: a-z

. At least 1 uppercase character: A-Z

. At least 1 number: 0-9

. At least 1 special character - ()" ~!@#$%™8*-+=|\{}1:;<>,.?2 ()

. 8 out of the 15 characters in the original password must be changed

i =T B S

Please change your password accordingly.

New Password

Please enter your new password, and click the "Update My Password" button when finished.
Type Old Password: | |
Type New Password: | |
Confirm New Password: | |

Update My Password

Next, select the Administration project and then the User Administration module. Select the Edit button within the
admin account row, and update the following fields:

Login > Projects > Administration > User Administration > Add/Edit Users >

Reset Password Add/ Edit Users

admin |
123456789 |
admin@email.com |
ADMIN |

Account |

User Name:
PKI:

Email:

First Name:
Last Name:

Address:

) I I |

Title: |Administrator |
Company/Command: | Not Determined |

System Admin:
Security Officer:

Update User

Phone:

e User Name: The User Name field needs to reflect a different username than admin. This is typically a
combination of a user’s first and last names.
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o First Name: The First Name field needs to reflect the user’s first name.

o Last Name: The Last Name field needs to reflect the user’s last name .

e Email: The Email fields needs to reflect the user’s email address that should be used for communication.

o System Admin: If this MELD account wishes to receive emails when account information is changed, the System
Admin drop down will need to change to True.

After all fields have changed, select the Update User button.

It is recommended to create multiple administrator accounts to ensure the system is covered during account lockouts.
Refer to the MELD Administrator Guide for more information on creating user accounts.

15.2 Project Selection

Two projects will be available. The first project is the Administrator project. The second project is a sample project “The
Art of Making a Cappuccino” that contains two sample SCOs.

CONTACT US UT OF MELD 1.0

MELD Project Selection

Login > Project Selection >

Projects

Administration

The Art of Making a Cappuccino

15.3 Browser Support

Follow the “Browser Support” section within the MELD User Manual to ensure all client machines have the correct
settings within their internet browser.

15.4 User Guides

Refer to the MELD user guides for additional information for each MELD module. The user guides are available under
EPSS>Control Documents for the sample project.

Login > Projects > The Art of Making a Cappuccino > EPSS > Control Documents >

Project Quality Control Documents

Document Revision Issue Date
01 - Program Documents
001. MELD Administrator Guide 1.0 8/01/2018
002. MELD User Guide 1.0 8/01/2018

02 - Style Guides

04 - File Structure Plan

05 - Task Descriptions

06 - Checklists

07 - Additional Documents
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16 System Backups

System backups should be performed daily to ensure all files needed for a disaster recovery are current.

16.1 File System

Ensure the “IME_Data” and the “InetPub” folder are included on the daily file system backup as well as the SQL server
backup location listed in the next section. These folders contain the application and all courseware data used within
IME. If the site has to perform a disaster recovery, then these folders are needed in addition to the SQL server
databases. DoD also requires the IME data logs are off loaded to another location. In the event the backed up logs need
to be reviewed, they can be copied back to the IME_Data folder from the backup media and opened within the Log
Viewer.

16.2 SQL Server Backups

The SQL Server database files cannot be copied while the databases are active. This prevents a good backup with just
the server file system backup. In order to establish a backup of the databases, a backup job will need to be created and
ran daily to ensure the MELD data is backed up. SQL Server will write the database backups to a designated folder (for
example: D:\SQL_Database_Backups) in the format of a .bak file. The server file system backup routine will then need
to back up the .bak files created by SQL Server.

16.2.1 SQL Full Version

MELD databases using the full version of SQL server will need to create a database maintenance plan within SQL Server
Management Studio and schedule nightly backups of the 6 MELD databases. It is also recommended to schedule a
cleanup routine to remove files after 5 days to prevent the backup folder from getting really large.

The database maintenance plans use the SQL Server Agent to run the backup jobs. Ensure the SQL Server Agent service
is running and set to “Automatic” mode to ensure it will run when the server restarts. Itis recommended to check daily

to ensure the SQL server backups are running and creating the .bak files.

A sample maintenance plan is shown below:
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@ Systemn Databases
[ Database Snapshots
[ CMATT

[ CeDE

[ col

| | FEA

[ ) TSSR

[ Workflow

Security

Server Objects
Replication

Always0n High Availability
Managermnent

,_jj Policy Management
—“E Data Collection

_j Resource Governor
{#] Extended Events

, Managed Backup

++++LLLLL++++++++

%)
- 1 Maintenance Plans
"ﬂ KC-130J_Mightly_Backups
+ [ 50L Server Logs
=j Database Mail
Qﬁ Distributed Tranzaction Coordinator
+ [ Legacy
+ [ Integration Services Catalogs
+ I_% S0L Server Agent

Description

Subplan
Subplan_1

KC-130]1_Mightly_Backups

Back Up Database {Full)

Backup Database on Local server connection
Databases: All user databases

Type: Full

Append existing

Destination: Disk

Backup Compression {Default)

Back Up Databasze (Transaction Log)

Backup Database on Local server connection

. Databases: All user databases
“{~| Type: Transaction Log

Append existing
Destination: Disk
Backup Compression {Default)

Maintenance Cleanup Task

Maintenance Cleanup on Local server connection

Cleanup Database Backup files

Age: Older than 5 Days

Descript

16.2.2 SQL Express

MELD databases using SQL Express do not have access to the SQL Server Agent and cannot create a database

maintenance plan. The below process can be followed to schedule nightly backups of the SQL server databases:

16.2.2.1 Folder / File Creation

1. Create afolder on the database server hard drive titled “Database_Backup_Scripts”. In the below example the

D drive is used.
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2. Create three new files within this folder. Notepad can be used to create the file, but make sure to change the
file extension from txt to .bat for the first one, .sql for the second and .vbs for the third.

File name: All_Database_NightlyBkUp.bat

sqlecmd -S NameOfServer -E -i "D:\Database_Backup_Scripts\All_Database_NightlyBkUp.sqgl"
REM Run database backup cleanup script
D:\Database_Backup_Scripts\deleteBAK.vbs

Copy above text into the file and replace highlighted areas:
e Replace NameOfServer with the name of the server running the SQL express. This will also need to
include your instance name, for example: AV8BFS2\SQLEXPRESS.
e Replace D with the drive that you created the Database_Backup_Scripts folder on.

File name: All_Database_NightlyBkUp.sql

o Copy the below text into the file and create another folder that will store all the nightly database backups
and then replace ‘D:\Database_BkUp\’ with the path that you created.

DECLARE @name VARCHAR(50) -- database name
DECLARE @path VARCHAR(256) -- path for backup files
DECLARE @fileName VARCHAR(256) -- filename for backup
DECLARE @fileDate VARCHAR(20) -- used for file name

-- specify database backup directory
SET @path = 'D:\Database_BkUp\'

-- specify filename format
SELECT @fileDate = CONVERT(VARCHAR(20),GETDATE(),112) +
REPLACE(CONVERT(VARCHAR(20),GETDATE(),108),"',")

DECLARE db_cursor CURSOR FOR

SELECT name

FROM master.dbo.sysdatabases

WHERE name NOT IN (‘master’,'model’,'msdb’,'tempdb') -- exclude these databases

OPEN db_cursor
FETCH NEXT FROM db_cursor INTO @name

WHILE @ @FETCH_STATUS =0
BEGIN

SET @fileName = @path + @name +'_' + @fileDate + '.BAK'

BACKUP DATABASE @name TO DISK = @fileName WITH NOFORMAT, INIT, NAME = N'db_backup',
SKIP, NOREWIND, NOUNLOAD, STATS =10

FETCH NEXT FROM db_cursor INTO @name
END
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CLOSE db_cursor
DEALLOCATE db_cursor

File name: deleteBAK.vbs

e Replace “D:\Database_BkUp\” with the path that you created to store the nightly backups (created in above
step).

On Error Resume Next
Dim fso, folder, files, sFolder, sFolderTarget
Set fso = CreateObject("Scripting.FileSystemObject")

'location of the database backup files
sFolder = "D:\Database_BkUp\"

Set folder = fso.GetFolder(sFolder)
Set files = folder.Files

'used for writing to textfile - generate report on database backups deleted
Const ForAppending = 8

'you need to create a folder named "scripts" for ease of file management &
'afile inside it named "LOG.txt" for delete activity logging
Set objFile = fso.OpenTextFile(sFolder & "\scripts\LOG.txt", ForAppending)

objFiIe.Write " ============================================" & VBCRLF & VBCRLF
objFile.Write " DATABASE BACKUP FILE REPORT " & VBCRLF

objFile.Write " DATE: " & FormatDateTime(Now(),1) & "" & VBCRLF

objFile.Write " TIME: " & FormatDateTime(Now(),3) & "" & VBCRLF & VBCRLF

objFile.Write " =================== " & VBCRLF

'iterate thru each of the files in the database backup folder
For Each itemFiles In files
'retrieve complete path of file for the DeleteFile method and to extract
'file extension using the GetExtensionName method
a=sFolder & itemFiles.Name

'retrieve file extension

b = fso.GetExtensionName(a)
'check if the file extension is BAK
If uCase(b)="BAK" Then

'check if the database backups are older than 5 days
If DateDiff("d",itemFiles.DateCreated,Now()) >=5 Then

'Delete any old BACKUP files to cleanup folder
fso.DeleteFile a
objFile.WriteLine "BACKUP FILE DELETED: " & a
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End If
End If
Next

obJF||eWr|teL|ne " —================ " & VBCRLF & VBCR
LF

objFile.Close

Set objFile = Nothing
Set fso = Nothing
Set folder = Nothing
Set files = Nothing

3. Within the nightly backup folder, in this example, “D:\Database_BkUp\”, create a “scripts” sub-folder and then
create a LOG.txt file within the “scripts” sub-folder. The LOG.txt will create a record of the backup and report
any databases that were removed that were over 5 days old.

A sample “Database_Backup_Scripts” folder is shown below:

b Local Disk (D:) » Database Backup_Scripts

Mame

4| All_Database_MightlyBkUp.bat
|_b'_| All_Database_MightlyBkUp.sql
2| deleteBAK.vbs

A sample “Database_BkUp” folder is shown below:

¥ Local Disk (D:) » Database BkUp » scripts

Y

- Mame

| LOGt
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b Local Disk (D:) » Database BkUp »

- Mame

scripts
|| CMATT_20210817134448 BAK
|| CoDE_20210817134448. BAK
|| COI_20210817134448 BAK
|| FEA_20210817134448 BAK
|| MELDLMS_20210817134448,BAK
|| TSSR_202108171344428 BAK,
|| Workflow_20210817134448 BAK

16.2.2.2 Scheduled Task

Create a scheduled task from the Windows task scheduler to run the All_Database_NightlyBkUp.bat every evening
~30 minutes before the database server hard drive backup runs. This way the database server backup will
catch the database backups within the nightly backup. All databases will be backed up nightly to the backup
folder created in the above step. There are 6 MELD databases that should be backing up to this folder and
any other databases that are located within the SQL instance.

On the general tab for the scheduled task, make sure to run as an account that has permission to back up databases
within SQL Server Management Studio. Make sure to select “Run whether user is logged in or not” and “do not store
password”.
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General | Triggers | Actions I Conditions | Settings |

Mame: |Nightl].r Database Backups

Location: %

Author: CHCyumclark

Descripticon: | Mightly Database Backups

Security options

When running the task, use the following user account:

CMCymclark Change User or Group...

) Run only when user is logged on
® Run whether user is logged on or not

[+ Do not store password. The task will only have access to local computer resources.

[ ] Run with highest privileges

[ ] Hidden Configure for: | Windeows Vista™, Windows Server™ 2002

On the Triggers tab, select the Daily time for the schedule. This should be around 30 minutes before the server backups
run.
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Create Task

General | Triggers |Ar:ti|:|ns | Conditions | Settings|

When you create a ta

Trigger
Settings

® Daily
) Weekly

E

[] Expire:
very day - A N Enabled
gers defined %
on 1/2/200...  ‘\Microsoft)
gers defined  \Microsoft),
on 9/1/200...  \Microsoft)

L LB ogc

() Onetime

MNew Trigger

Begin the task: |Gr1 a schedule

v]

Start: | 8/17/2021 [~ | [10:24:43 AM

"y . .
= | ] Synchronize across time zones

Recur every: days

) Monthly

Advanced settings

[ ] Delay task for up to (random delay): |1 hour
[] Repeat task every: |1 hour
[] Stop task if it runs longer than: 3 days

8172022 [El | [10:24:43 AM

1 day

QK | | Cancel

PR Ty o LT

On the Actions tab, ensure “Start a program” is selected from the Action drop down menu and browse for the

All_Database_NightlyBkUp.bat file.
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@ Create Task x_|

| General | Triggers| Actions |Conditions| 5e1:tir1gs|

When you create a task, you must specify t New Action -

- - You must specify what action this task will perform.
Acticn Details

Action: |Starta program v|

Settings

Program,/script:

|D:\Datahase_Backup_Scripts‘-.AII_DataI::lase_NightI}erUp.l::l| | Browse,.. |

Add arguments (optional): | |

Start in (optional): | |

Edit... Delete

wery day - A,
gers defined %
on 1/2/200..  \Microsoft\Windows\C... ok || Ccancel
gers defined  WMicrosoft\Windows\Ta...

on 371/200..  \Microsoftt\Windows\A...

On the Settings tab, select “1 hour” for the drop down “Stop the task if runs longer than:” Periodically the task will not
stop, so the 1 hour selection will ensure the task is stopped and ready to run the following day.
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(] Mightly Database Backups Properties (Local Computer) -

| General | Triggers | Ar:tiu:unsl Conditions | 3ettings | History
Specify additional settings that affect the behavior of the task.

Allow task to be run on demand

[ ] Run task as soon as possible after a scheduled start is missed

L] If the task fails, restart every: B

3

Stop the task if it runs lenger than:

If the running task does not end when requested, force it to stop

. . . M dave
[ ] If the task is not scheduled to run again, delete it after: s
If the task is already running, then the following rule applies:
|D-:| not start a new instance W
oK | | Cancel

Every morning check to ensure that the database backup from the night before ran. Any backup older than 5
days should automatically be removed. The LOG.txt file created above should document when the backup was
performed and what backups were removed.

17 MELD System Maintenance and Security Plan
17.1 Receiving packages from MELD Support

A cryptographic hash function (CHF) is a mathematical algorithm that maps data of arbitrary size to a bit array of a fixed
size (the "hash value" or "hash "). It is a one-way function, that is, a function which is practically infeasible to invert. By
providing a hash value for the MELD installation and update packages, the user can be assured they have downloaded
the correct package, with no alterations or data corruption.

There are a variety of tools that can be used to create a cryptographic hash. These tools will all produce the same
output, when using the same algorithm (SHA256, SHA384, etc.). MELD Support uses the Digital Volcano Hash Tool,
located at https://www.microsoft.com/en-us/p/hash-tool/9nblggh4rrr2, to create the cryptographic hash value. This
tool can also be used to verify the hash value of the package.
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17.1.1 Update/installation Package Verification

When creating an update or installation, MELD Support will create and publish a SHA-256 cryptographic hash for the zip
file that contains the update or installation. The user can then manually verify this hash value after they have
downloaded the update/install, and prior to applying it.

The following steps are based on using the Hash Tool mentioned above. If your site uses a different tool, your steps may
vary.

1. Startthe Hash Tool

Select SHA-256 from the Hash Type dropdown

Click on Select File(s) to select the update/installation zip file
NOTE: file selection triggers the hash calculation, so you must have the correct hash type selected first

Click on Copy to copy the hash value to the clipboard

Paste the hash value into a tool such as Notepad, Word, etc.

Paste the provided hash value into the same software (Notepad, Word, etc.)

Compare the two values to verify the package is the correct one

@ Hash Tool 1.2 — 0O G

File Options About

Input File(s) Hash type Hash from list

Results 7
Last file hash: |9586dec38f60a36f36dc5ab2c390226c721e3¢93551990 | ||~ Copy

w N

No vk

9586dec38f60a36f36dc5ab2c39022e6c721e3e93551e99026843f70cd9edddl ,C:\Users

= Copy all to Clipboard 'ﬁﬁ Clear log D Hash from List

17.2 File Server Resource Manager

The DoD requires that the system must alert an administrator when low resource conditions are encountered. To setup
alerts the File Server Resource Manager feature will need to be installed on the web server.

After the File Server Resource Manager is installed, new quotas can be installed on sensitive folders. The quota size will
be determined by the available space on the hard drives and the anticipated size of the project data. The quotas should
be set to soft limits that will only sends emails to the administrators when they do reach the limits. The folders will still
be operational.

17.2.1 IME_Data quota

The IME data folder includes all IME courseware, interfaces, and ADL packages created from IME. This folder could get
very large depending on the size of the courseware assets and the volume of courseware.

To create a new quota:

1. Right-click on Quotas in the treeview and then select Create Quota.
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2. Browse for the IME_Data folder for the Quota path field.

Select the Define custom quota properties radio button and then the Custom Properties.... button.
Within the Limit field enter the max limit that should not be reached within this folder. The example below
uses 5GB, but this value varies per site.

Select the Soft quota radio button.

Select the Add button to add a notification threshold

Leave 85% for usage

Select the Event Log tab and select Send warning to event log

. Select OK to close the Add Threshold form.

10. Select Create from the Create Quota form.

11. Select Save the custom quota without creating a template.

12. Select OK.

> w

© o N
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& Quotas

E' CQuota Templates

b EE? File Screening Management
H_E; File Screens
_.E' File S5creen Templates
H: File Groups

ﬁ Storage Reports Management

4| Classification Management

74 File Management Tasks

Quota Path % Used Limit Quota Type
Guota path:
|D:\IME_Data Browse...

(®) Create quota on path
() Auto apply template and create quotas on existing and new subfolders
Guota properties

You can either use properties from a guota template or define custom

quota properties.

How do you want to configure quota properties?

() Derive properties from this quota template (recommended):

100 MB Limit

(®) Define custom quo Add Threshold
@ Generate notifications when usage reaches ()

Copy properties from quota | Emajl Message  Evert Log  Command  Report
10 GB Limit
Send waming to event log
Settings
Waming message
Quota path:
- Type the text to use for the log entry.
DMME_Data

Description (optional):

To identify the quota, limit, usage or other information about the cument threshold,
you can use Insert Variable to insert a variable in your text.

Space limit

Com—

(7)) Hard quota: Do not 3
(@) Soft quota: Allow use

Motification threshaolds

Threshold

[] Disable quota

Log entry:

User [Source lo Owner] has exceeded the [Quota Threshold] %
quota threshold for the quota on [Quota Path] on server [Server].
The guota limit is [Quota Limit ME] ME, and [Quota Used MB] ME
cumently is in use ([Quota Used Percent]® of limit).

Select vanable to insert:
[Admin Email] ~ Ingert Varable

Inserts the e-mail addresses of the administrators who receive the e-mail.

Cancel
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17.2.2 InetPub folder quota

The inetpub folder contains all web application folders, most likely only the MELD application. Follow the above steps
to set alerts for this folder. This folder will not be as large as the IME_Data folder but the limit should be large enough
to account for the application logs, application files, and any documents posted to the MELD projects folder.

17.2.3 SQL Server data folder quota

The SQL server data folder contains all MELD databases as well as their transaction log files. Follow the above steps to
set alerts for this folder.

17.2.4 Enable SMTP

If the antivirus program on the server does not block the sending of emails through the File Server Resource Manager,
then email notifications can be setup for the above alerts.

To configure the File Server Resource Manager to send email, right click on File Server Resource Manager within the
treeview and select Configure Options.

Enter the FQDN of the email server.
Next, enter the default email recipient and then click OK.

Next, revisit the above quota thresholds and select the E-mail Message tab to add the email notification alert.
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73 File Server Resource Manager (Local) || Fier Show all: 1 tems
v 55 Quota Management

% Quotas Cuota Path % Used Li
E Cuota Templates o & T P 2 F
w ﬁ? File Screening Management File Server Resource Manager Options x E
H_é File Screens - - — - -
File Screen Audit Automatic Classification Access-Denied Assistance

E File Screen Templates
) || File Groups
i Storage Reports Management SMTF sarver

e Classification Management Specify which SMTP server to use when sending notifications and storage
reports.

Email Notffications  Motification Limits =~ Storage Reports  Report Locations

& File Management Tasks
SMTF server name or IP address:
|I'\'1ELD-LAB.SP?>E1 local|

Default e-mail settings

Specify the defaults to use when sending notifications and storage reports to
adminigtratars by e-mail.

Default administrator recipients:

Format: accourt@domain. Use a semicolon to separate multiple addresses —

Default "From" e-mail address: E3
| FSRM@MELD-LAB. 5P 381 local

To verify your settings you can send a test e-mail to the default recipients.

Send Test E-mail

Cancal

17.3 SQL Server Security Plan
17.3.1 Authorized Users

System administrators are the only authorized users for the MELD server. Any other accounts should be removed.
System administrators are responsible for keeping the MELD server up to date with DoD standards as well as the MELD
application. System administrators should be the only users authorized to perform SQL server updates to the MELD
databases, such as stored procedure, table , and trigger updates.

17.3.2 Testing Database Recovery

Testing database recovery should happen at least annually. A desktop can be used to test the database backups. To do
this ensure the SQL server express version on the desktop machine matches the version used on the MELD server.
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Create databases for CoDE, Workflow, FEA, CMATT, and TSSR if not already present on the desktop machine. Restore
the databases from the MELD server database backup to the desktop machine and ensure the data restored
successfully.

17.3.3 Updating password for meld_user

If DoD enforce password expiration was set for the meld_user SQL server login, or if the password will need to be
changed for other reasons, the following configuration files will need to be changed as well.

17.3.3.1 Global.asa

Open the global.asa using NotePad within the wwwroot MELD folder and update the connection strings to reflect the
new password. A typical path to the global.asa is located here C:\inetpub\wwwroot\MELD.

Sub Application OnStart
Application("ROOT_URL™) = "/MELD"
Application("IMAGES URL™) = "/MELD/images"”
Application(”AppName™) = "MELD"
Application("Physical Path") ="C:‘\Inetpub\wwiroot"
Application("QASP Option™) = 2
Application("AllowedConcurrentlLogins™) = 2
Application("DaysInactiveBeforeBlock™) = 35 'DoD requirement is to
Application("HoursConcurrentReset") = 3
Application("DaysBeforePasswordChange”) = 68 'DoD requirement is td
Application( "AdminTimeOut™) = 18 "DoD requirement for an admin us
Application("CoDE_Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeComp3
Application("FEA Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeCompad
Application("Workflow Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypel
Application("TS5R_Connection™) = "PROVIDER=MSOLEDBSQL ;DataTypeCompd
Application("CMATT Connection™) = "PROVIDER=MSOLEDBSQL;DataTypeComy
End Sub

17.3.3.2 IME web.config

17.3.3.2.1  Decrypt Web Config

To update the IME web.config file, it will first need to be decrypted. To decrypt the file, open the
decryptWebConfig.bat located within the MELD setup folder and open the file within NotePad. Ensure the path reflects
the MELD IME folder located within the wwwroot folder. Update the path if the path is different than what is listed in
the file and save the file. A typical path to the web.config is located here C:\inetpub\wwwroot\MELD\IME.

Right click on the file and select Run As Administrator.

Now that the web.config is decrypted, open the file within NotePad and locate the “connectionStrings” section.
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<connectionStrings:»
<add name="DefaultConnection” providerName="5ystem.D;
<add name="CoDEEntities" connectionString="metadata=
<add name="FEAEntities" connectionString="metadata=r;
<add name="COIEntities" connectionString="metadata=r;
{fcunnectiunﬁtrings}

Update each connection string with the new meld_user password.

Save and close Notepad when complete.

17.3.3.2.2  Encrypt Web Config

Now, the password has successfully changed, run MELD and then IME and ensure IME opens and retrieves data from the
MELD databases. After verification, the IME web.config file can then be encrypted again.

Open the encryptWebConfig.bat located within the MELD setup folder and open the file within NotePad. Ensure the
path reflects the MELD IME folder located within the wwwroot folder. Update the path if the path is different than what
is listed in the file and save the file.

| *encryptWebCenfig.bat - Notepad - | 4
YR g P

File Edit Format View Help

cd C:\Windows\Microsoft.NET\Frameworkivd.8.38319 -
ASPMET_REGIIS -pef "connectionStrings™ "C:\inetpub‘wwwroot\MELDYIME"

pause

Ln7, Col1 100%  Windows (CRLF) UTF-2

Right click on the file and select Run As Administrator.

17.4 11S Security Plan

17.4.1 DISA revocation lists

In the event that MELD will need to verify the client CAC against the DISA revocation list, the revocation check will need
to be enabled.

Please consult with your PM to determine if the revocation list check is necessary for your site and then proceed with
the remaining steps in this section if the revocation check is necessary.

17.4.1.1 CRLAutoCache

If determined that the revocation list check is necessary, standalone systems will not be able to load the certificate
revocation list on the DISA site and may fail client authentication if a local certificate revocation list cache is not
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available. The CRLAutoCache will need to be setup and configured on the web server to enable a cache listing. Please
follow the DoD instructions for setup and maintenance.

17.4.1.2 Enable Client Certificate Revocation Check

If determined that the revocation list check is necessary, step “Enable Client Certificate Negotiation” above will need to
be performed again, but without the call to disable the client certificate revocation. Reference the table below. This will
set the revocation check back to the default value which is to enable the revocation check, while still enabling the client
certificate negotiation.

netsh http delete sslcert 0.0.0.0:443
netsh http add sslcert 0.0.0.0:443 <cert_hash> {<app_id>} clientcertnegotiation=enable

17.4.2 Web Server Certificate Renewal

The web server certificate will expire after a period of time, typically every 1 or 2 years. Before the certificate expires
you will need to request a new one, from either your local CA or the DoD. Follow section “DoD SSL certificates” above
for obtaining the new certificate. It is recommended to set a reminder to provide enough time to obtain the certificate
before it expires.

17.4.2.1 Bind Site to New Certificate

After obtaining the new certificate, launch IIS and select Bindings for the MELD website. Select the binding for port 443
and then select the new certificate.

17.4.2.2 Enable Client Certificate Negotiation

Anytime a new certificate is received, the enable client certificate negotiation must be re-enabled. To do this follow
step “Enable Client Certificate Negotiation” within “Configure MELD website for SSL” above. Pay attention to existing
client certificate revocation check value and if that is set to Enabled then do not include the text to disable it (refer to
“Enable Client Certificate Revocation Check” above).

17.4.3 Off load 1IS Log Files

IIS logs must be backed up to another location to allow for retrieval in cases where the original logs were removed or
altered. A sample location for the IIS logs is: c:\inetpub\logs\LogFiles.

17.4.4 Audit Configuration Files

It is a DoD requirement to audit the MELD global.asa and IME\web.config to identify any unauthorized modifications. To
turn on Windows auditing add the following to both of these files:

Select the Security tab and then select the Advanced button

Select the Auditing tab and select Continue as an Administrator (if message appears)
Select Add to add a new principal

Click the Select a principal link and add Everyone for the object name

Select the show advanced permissions link

Select All within the Type dropdown

ok wnNeE
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7. Uncheck all checkboxes. Since the web service will read these files we don’t want to capture those entries and
create too many event logs. We only need to capture modifications and deletions.
8. Check the following checkboxes to capture modifications and deletions
1. Create files / write data
Create folders / append data
Write attributes
Write extended attributes
Delete
Change Permissions
Take Ownership

Ny s ®wN

Auditing Entry for Web.config O *

Principal:  Everyone 5Select a principal

Type: All ~

Advanced permissions: Show basic permissions
[]Full contral [] Write attributes
[ Traverse folder / execute file Write extended attributes
[JList falder / read data [ Delete
[] Read attributes [[]Read permissions
[[]Read extended attributes [] Change permissions
Create files / write data Take ownership
Create folders / append data

Clear all

9. Select OK three times to close all windows.
10. Now, any changes to this file will be reported within the Event Viewer>Windows Logs>Security with an Event ID
of 4663 and Task Category of File System.
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{2] Event Viewer
File Action View Help

| nm  BE

@ Event Viewer (Local) Security MNumber of events: 294,249 |
3 Custom Views _—
+ [& Windows Logs “F  Filtered: Log: Security; Source: ; Keyword: win:AuditSuccess; Event ID: 4663, Number of events: 3,108
| Aplication Keywords Date and Time Source Event|D Task Category 2
%ﬂ Secutity 2, AuditSuccess  3/23/2021 4:55:44 PM Microsoft Windows security auditing. 4663 File System
,_I ze’ttlp L, Audit Success 372372021 4:55:34 PM Microsoft Windows security auditing, 4663 File System
G| System .
,—l Firwarded Everr A, Audit Success 3/23/2021 45334 PM Microsoft Windows security auditing. 4663  File System
3 :Qppli(ations and Se A, Audit Success 3/23/2021 45421 PM Microsoft Windows security auditing. 4663 File System v
21 Subscriptions Event 4663, Microsoft Windows security auditing. x
General  Details
An attempt was made to access an object.
Subject:
Security ID: CNCymclark
Account Name: miclark
Account Domain: CNC
Logon ID: Ox2ASEB3TC
(lbject:
Object Server: Security
Object Type: File
Object Name: C:\Visual_Studio_Workspace\IME_Workspace\Courseware_Editor\Web.config
Handle ID: x478
Resource Attributes: S:Al
Process Information:
Process ID: Ox2bel
Process Name: CAWindows\Systemn32\notepad.exe
Access Request Information:
Accesses: ‘WriteData (or AddFile)
AppendData (or AddSubdirectory or CreatePipelnstance)
Access Mask: Ot

17.5 Log Folder Maintenance and Rollover

17.5.1 Daily Review

The system administrator should review these log files daily to ensure the application is functioning properly and that no
threats have been detected.

11. IS logs (sample location: C:\inetpub\logs\LogFiles)
12. Windows Event Viewer (application , security, and system logs)
13. MELD logs (sample location: E:\ IME_Data\IME_Logs)

Refer to the below section “Log Browser” for easier viewing of the 11S and MELD logs. The Windows event logs will need
to be reviewed within the Windows event viewer to ensure there were no unexpected application changes, shut downs
or errors.

17.5.2 MELD Update Log Folder Review and Rollover

During every MELD update, an administrator should review the log folders in the above locations and ensure there is
enough space available for additional logs. Log files older than the prior release within the IIS logs as well as MELD logs
folder, should be removed or relocated to a different drive. Itis a DoD requirement to retain these log files for at least 1
year.
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17.5.3 MELD Audit Log Failures

In the event of a MELD audit log failure, email alerts will be sent to all MELD application users listed as a Security Officer
or System Admin. The operating system administrator will need to evaluate the system and investigate the failure. If the
failure is due to lack of disk space the system administrator will need to relocate older log files to the offload location on
a different drive. Files older than one year can be removed. The system administrator will also need to review the MELD
IME web.config to ensure enough space is allocated to the log files.

The MELD application does not need to completely shut down due to an audit log failure. However, the system
administrator should investigate all audit failures immediately. This level of risk is accepted by the ISSO.

17.6 MELD Account Alerts

Itis a DoD requirement that the MELD application notify system Administrators and Information System Security
Officers for all account changes. MELD sends the following alerts to any MELD user listed as a Security Officer or System
Admin. If it the responsibility of these users to monitor the alerts and investigate any abuse of the system.

e MELD accounts are created

MELD accounts are modified. This includes any account modification, discipline, and commenting permission
changes, and right changes.

MELD accounts are disabled.

MELD accounts are deleted.

MELD accounts are enabled.

75% of the allocated audit log space is used.

Any audit log entry marked as a high or critical event.

All audit log failures.

17.7 Resuming MELD after a System Failure

If the MELD application fails, due to a system failure or other similar cause, there is no special data required to bring the
application back online. Depending on the cause of the failure, it is possible once the application is back online that the
status of a user who was active at the time of the failure may have been left in an active state. In these situations there
are tools which are described in the MELD Administration Guide that can be used to clear the user session data, allowing
them to log back in to the application.

If the system failure is hardware related, IT Staff will replace the failed hardware and restore MELD according to the
disaster recovery outlined below.

Itis important to review all applicable logs (above section “Log Folder Maintenance and Rollover” contains a list of all
available logs) to ensure the system failure was not the result of a threat.

17.8 Shutting Down MELD in the Event of an Attack or Unauthorized
Update

17.8.1 Immediate Shut down

To immediately shut down the MELD site, perform the following steps:

1. Open IS Manager
2. Select the MELD website
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3. Inthe far right under Manage Website , select Stop
If the threat expands beyond the MELD application, repeat for each web site affected.
5. Ifthe threat is at the server level, stop the entire server by selecting the web server instead of an individual site,
then select Manage Server and then select Stop.
6. Review the IIS logs, windows application logs, and the MELD generated logs to investigate any system threats.
Refer to the below section “Log Browser” for information concerning the MELD Log Viewer.
1. IS logs: Available within the MELD Log Viewer (sample location: C:\inetpub\logs\LogFiles)
2. Application logs: Available within the Event Viewer (file system path: Windows System
Folder\Winevt\Logs\Application.evtx)
3. MELD logs: Available within the MELD Log Viewer (sample location: E:\ IME_Data\IME_Logs)

E

17.8.2 Disaster Recovery

To plan for a disaster recovery in the event of a roll back it is important to keep note of the current version of MELD
running at the site. MELD is considered a low risk application, and is required by DoD to restore to a working condition
within 5 days.

Follow the below steps If there is reason to suspect that the MELD application has been updated by an unauthorized
user.

1. Follow the immediate shut down procedures above.

2. Request a release package from the MELD support team of MELD for the MELD version running before
shutdown.

3. Permanently remove the MELD directory within the wwroot folder. A copy of the projects folder within the
MELD directly can be backed up to a temp location first.

4. Copy the MELD directory from the release package to the wwwroot location. If the projects folder was copied to
a temp location, then move it from the temp location and place it directly into the MELD directory. Refer to
section “Update Configuration Files within MELD (File System)” to continue the update.

5. Runavirus scan on all the hard drives within the MELD web server.

6. After the hard drives are checked and do not contain viruses or suspicious files, restore the IME_Data from the
server backup as well as the MELD databases (CoDE, FEA, workflow, CMATT, TSSR, and COl) if needed.

7. The websites and server can then be restarted in 1IS. In the event the suspicious activity cannot be isolated refer
to your company’s disaster recovery procedures for the server.

17.9 Troubleshooting Errors on Web Server

17.9.1 Failed Request Tracing

If the application is receiving errors, it is recommended to setup failed request tracing to provide detailed error
reporting when the application fails.

To setup failed request tracing:

1. Launch IS and navigate to the MELD site.
2. Select Failed Request Tracing Rules.
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13
@ _ J = 1=y i ‘:f E =
o= 523_‘0 ﬁl (V] [/‘-’] o] -4 l<s) &
ASP Authentic.. Compression  Default Directory  Error Pages : i Handler HTTP HTTP ISAP| Filters  Logging
Document  Browsing : i Mappings Redirect Respon...
. e = G=" ng :
= M o 'y &
MIME Types  Modules Output Request S50 Settings
Caching Filtering
3. Select Add>All content and then select Next.
Actions

Tracing Rules

ing for faileg
ions have b

d Providers

Add Failed Request Tracing Rule

Specify Content to Trace

‘What would you like to trace?
® All content (*)

() ASP.MET (*.aspx)

() ASP (*.asp)

() Custom:

Example: tr*.aspx

Cancel

Add...

Revert To Parent
View Ordered List...
View Trace Logs...

Edit Site Tracing...
IZE' Help

4. Enter 403,500 for the Status codes. Select Next and then Finish.
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st Tracing Rules

acing for failed
ditions have by

-

ated Providers

Add Failed Request Tracing Rule

ﬂ Define Trace Conditions

Under which condition(s) should a request be traced?

Status code(s):

|403,500

Framnle: 401.3-99G 405

[ Time taken (in seconds):

]

[] Event severity:

Error

Previous || Mext

Cancel

Note: If “Failed Request Tracing Rules” is not available within IIS, the feature will need to be added from Roles
and Features within Web Server (IIS) > Web Server > Health and Diagnostics > Tracing

17.9.2 Submitting Log files from Web Server

There are multiple log files that can be sent to MELD Support for further analysis. Please provide data within these
locations to MELD Support when an error occurs that requires further troubleshooting.

Setup Errors:

1. Standard IS log files. A sample location is here: C:\inetpub\logs\LogFiles

2. Failed Request Tracing logs. A sample location is here: C:\inetpub\logs\FailedRegLogFiles

Application Errors:

1. Anerror_logs table also exists within the CoDE database and can be helpful to MELD Support. The

below script can be ran within SQL Studio Management Studio to extract the error logs:

Use CoDE
SELECT *

FROM [CoDE].[dbo].[error_logs] ORDER BY date_received DESC

2. Alogs folder maintains all administrator and session activity and can be helpful to MELD Support. The

log files are located here: IME_Data\logs
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17.10 Submitting Defects

Defects found by MELD users can be reported to MELD.Support@cti-crm.com.

When a defect is reported, the report should include the following information:
o Date Raised - Date when the defect is raised
e Detected By - Name, contact information, and company of the person who raised the defect
e Defect Description - A detailed description of the Defect including information about the module in which
Defect was found.
e Version - Version of the application in which defect was found.
e Steps - Detailed steps along with screenshots with which the developer can reproduce the defects.
e Security Vulnerability - Indicate if the user believes defect is a potential security vulnerability

18 Log Browser
18.1 MELD Audit Logs

All user session logs are written to the log folder on the MELD web server. All events recorded are successful events. If
an application occurs while creating an event, the event will be recorded within the error_logs table. The log viewer
does not view the records within the error_logs table. A system administrator will need to view the error_logs table
separately to view any application errors.

The following user actions are written to the log folder:

User Activity
e Session login time

Session logout time

Total time in session

Concurrent session from two different machines

Maximum concurrent session limit reached. This is typically set to 2. Refer to “DoD Settings” under section

“global.asa” above for configuration settings.

e Browser and IP address used for session.

e Password change

e When a user accesses the file system for lesson, asset, or project logo imports and removals as well as
curriculum folder inserts, modifications and removals.

Login Activity
e Invalid login
e Account disabled after allowed number of inactive days. This number is typically 35. Refer to “DoD Settings”
under section “global.asa” above for configuration settings.
e Account locked after 3 unsuccessful login attempts.

Privileged Activity
e User account creation
e User account modification
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e User account locked, unlocked, enabled, disabled, or removed
e User accessing privileged areas that they currently do not have permissions to
e Access and modification to privileged modules:
o MELD > Administration Project > All modules
MELD > Selected Project > Project Administration
MELD > Selected Project > IME > Profiles
MELD > Selected Project > IME > Settings (Project)
MELD > Selected Project > IME > Treeview (curriculum inserts, modifications, or removals)
MELD > Selected Project > IME > Selected Lesson > Settings (Editing And Online Review Settings)

O O O O O

Optional Reporting
e Changes made to RIMM module
e Changes made to Issue Tracker module

Refer to “DoD Settings” under section “global.asa” above for configuration settings for optional reporting settings.

18.2 1IS Audit Logs

The following are recorded within the 1IS Logs for every page access within the MELD:

ASPNET Session ID
Date / Time

Client IP Address
Server IP Address
Server Port

Method (GET / POST)
User Agent

URI

Status / Sub Status

18.3 Accessing the Log Browser

Only users that have system administrator privileges to the MELD web server can access the log files. This is not related
to the MELD administrator permission within the MELD application. If a user without these privileges needs access to
view the log activity, a system administrator for the MELD web server can provide reports for users that do not have
access.

The log browser should reside within the IME_Data folder located typically within the D or E drive. Open the
Log_Browser.exe that resides directly within the Log_Browser folder.

The path to the MELD log directory will need to be setup the first time the application is launched. To setup the log path
select the “Setup” button.
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-

rowser - D . Data' | 5
w Log B DNME_Data\IME_Log

The specified folder did not exist, or did not contain log data.

Please use the "Setup” button to locate an application logs folder.

Setup About

Log Browser - Setup

Browse for the directory to the MELD log folder (titled “IME_Logs”) located within the IME_Data directory. Also browse
for the IIS log folder for the MELD website. An “W3SVC” folder is created for each IIS site and it is important to ensure

the correct folder is selected for the MELD site.

After both log files have been updated, select the “Save Preference” button.

-
W Setup
Application Log Path | Browse ...

DAIME_Data\IME_Logs

05 Log Path | Browse ...

ChinetpubhlogsiLogFiles\W35VC2

Save P'referencel [ Cancel l [ oK

Log Browser — Setup Path
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18.4 Read Log Events

Log events can be filtered for basic filters as well as detailed filters. To read specific log events select the desired filters
and then select the “Read Log Events” button.

18.4.1 Basic Filters

Bacic Filters | Detailed Filters |

Event Timeframe

@ Within the past an Days

! From | |

To | _ |

Event Folders @
@ All event folders

b Cnly these folders:

ess_Denied *
ount_Auto_Disable N
ount_Creation
ount_Enable
ount_Legin_Deniet
Account_Modification
Application
Concurrent_IPs

FileSystem_Access

m

Acc
Acc
Acc
Acc
Acc

.

Privileged_Area_Acces ™

Keyword Search

[ Read Log Events l

Log Browser — Basic Filters

18.4.1.1 Event Timeframe

Select either a data range to search the event logs or enter a value for “within the past x days”.

18.4.1.2 Event Folders

Select the either search all event folders or select the specific event folders to search by single clicking on the folders
within the folder listing.

A refresh button is available within the Event Folders header that will create any new folders that previously did not
exist when the application was launched.
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18.4.1.3 Keyword Search

A basic keyword search is available and will search all text fields within the event for the text entered. If any fields match
the entered text, the entire event record will be returned.

18.4.2 Detailed Filters

Basic Filtersl Detailed Filters |

Select to add a filter.

Add Filter

Time of Day
Category
Description
Location

Total Time
User-Agent

IF Address
Referrer URL
X-Forwarded By
User Acted

User Acted ID=
User Changed
User Changed 1D+
Session Start Date
Session Start Time
Session Finish Date
Session Finish Time
ASP.NET Session ID#

[ Read Log Events |

Log Browser — Detailed Filters

18.4.2.1 Add Filter
Select a specific field from the “Add Filter” drop down to add a specific filter. Multiple filters can be added.

18.4.2.2 Clean up

To remove a filter that has already been selected, uncheck the filter checkbox and then select the “Clean up” button.

18.4.3 Event Listing

All events that the match the desired filters will display within a table to the right. Single clicking on any event will
display the fields below the table for that specific event.
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Basic Filters | Detailed Filters Showing 230 events. Focus events | [ Report
Event Timeframe 10/22/2020 to 1/20/2021, Event types: All
® Within the past an  D:
i LLh sl R = Local Time Category  Folder Description Location User Acted
- Fram [ 1/5/2021 5:23:37 PM Warning FileSystem_Access Asset Removed: CAMENME_Export'y| IME Assets Tab Clark , Melanie c
To [ 1/5/2021 5:23:37 PM Warning FileSystem_Access Asset Removed: CAMENME_Export'y| IME Assets Tab Clark , Melanie
1/5/2021 5:23:37 PM Warning FileSystem_Access Asset Removed: CNIMENME_Export'y| IME Assets Tab Clark , Melanie
Bl 1/5/2021 5:31:46 PM Privileged_Area_Access Accessed Privileged Area: Projects > IME Profile Configuration  Clark, Melanie
?.'en o 1/5/2021 5:31:48 PM Information | Privileged_Area_Access Accessed Privileged Area: Projects > |IME Project Settings Clark , Melanie
@ All event folders 1/5/2021 5:31:52 PM Information | Privileged_Item_Modification | Project Setting: File System Closed cl | IME Project Settings Clark , Melanie
~) Only these folders: 1/5/2021 5:33:03 PM Information | Privileged_Area_Access Accessed Privileged Area: Projects > |IME Project Settings Clark , Melanie
= 1/5/2021 5:33:07 PM Information | Privileged_Item_Modification| Project Setting: File System Closed cl [IME Project Settings Clark , Melanie
iccess_?e"nltedD. ble L 1/5/2021 5:43:2% PM Information | Privileged_Area_Access Accessed Privileged Area: Projects = |IME Profile Configuration  [Clark , Melanie
ccount_Auto_Disable_Lo
Account_El'e't_o" - 1/5/2021 5:44:00 PM Information | Privileged_Item_Modification | Profile name changed to: Crewmaste | IME Profile Configuration  [Clark , Melanie
- Crea
Account_Enable 1/5/2021 £:01:41 PM Information | Session Session Ended System Log Out Clark , Melanie ‘T‘
Account_Login_Denied
A t_Modificat
A;;Tit:ﬁ-m“' eaten Event Detail HTTP Headers -
Concurrent_IPs Time 1/5/2021 5:31:46 PM (-05:00) 15 Log User Agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0;
FileSystem_Access WOWES; Trident/7.0; NET4.0C; .NET4.0E)
Privileged_Area_Access Category Information Folder Privileged_Area_Access
Privileged_Item_Creation o IP Address 192,168.240.27
Privileged_Item_Modifical Description Accessed Privileged Area: Projects > The Art of Making a
Session Cappuccino > Profiles Referrer URL https://cnc-ts1L/MELD/IME/default.aspx
X-Forwarded For
Location IME Profile Configuration
Privileged_Area_Access\2021-01-05_User_Lxml
Users Additional Data
User Acted 1 Clark , Melanie ASP.NET Session  jerwhodjmbenu3nwdpyybpsd
User Changed (n/a) Session Started  (n/a)
Keyward Search Session Finished  (n/a)
Total Time (nfa)  Minutes
Read Log Events ] [ Setup

Log Browser — Event Listing

18.4.3.1 lISLog

An “lIS Log” button will be visible if an IP address was recorded for the event. The IIS log will show all events for the IP
address on the day of the selected event. All MELD application traffic is recorded within the 1IS log. The time within
the lIS log is recorded in UTC time.
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@ IS Log Viewer - u_ex210105.log [ESRF=
1IS logs for client IP address 192.168.240.27 on date Tuesday, January 05, 2021
UTC Time Method URIStem Query Port User UserAgent Referrer Status Sub W32 Time Taken
10:31:39 PM GET | /MELD/images/IME_refresh.asp - 443 |- MSIE/7.0  |./projectMenu.asp?... 200 0] 0] 92 ms|
10:31:45 PM GET | /MELD/.../copy_cantentpng - 443 |- MSIE/T.0 ../Profiles.aspx?... 304 0] 0] 86 ms|
10:31:45 PM GET f.../content_logs.png - 443 |- MSIE/7.0  |../Profilesaspui.. 200 0] 0] 111 ms|
10:31:45 PM GET | /MELD/.../add_content.png - 443 |- MSIE/T.0 ../Profiles.aspx?... 304 0] 0] 77 ms|
10:31:45 PM GET | /MELD/../CDOMS.css - 443 |- MSIE/7.0  |../SessionShare.aspx?... 200 0] 0] 129 ms|
10:31:45 PM GET | /MELD/.../SessionShare.aspx UserlD=1&T0=10 443 |- MSIE/7.0 /projectMenu.asp?.. 200 0] 0] 89 ms|
10:31:45 PM GET | /MELDY../CDOMS.css - 443 |- MSIE/7.0  |../Profiles.aspx?.. 200| 0f 0j 154 m|
10:31:45 PM GET | /MELD/images/AME_refresh.asp - 443 |- MSIE/7.0 /projectMenu.asp?.. 200 0] 0] 75 ms|
10:31:45 PM GET | /MELD/.../enable_disable_treeview.js - 443 |- MSIE/7.0  |../Profiles.aspx?.. 304 0| 0] 99 ms|
10:31:45 PM GET | /MELD/../CDOMS.css - 443 |- MSIE/7.0 ../SessionShare.aspx’.. 200 0] 0] 139 m|
10:31:45 PM GET  /MELD/.../Profiles.aspx id=3 443 - MSIE/70  ../defaultaspx 200 1] 0 402 ms|
10:31:45 PM GET | /MEL SessionShare.aspx UserlD=1&T0=10 443 |- MSIE/7.0 /projectMenu.asp?... 200 0l 0] 149 ms| (=)
10:31:45 PM GET | /MELD/images/IME_refresh.asp - 443 |- MSIE/7.0  |../projectMenu.asp?... 200 0] 0] 77 ms|
10:31:45 PM POST | /MELD/IME/default.aspx - 443 |- MSIE/7.0  |../defaultaspx 200 0] 0] 244 ms|
10:31:48 PM GET | /MELD/.../CDOMS.css - 443 |- MSIE/7.0  |../SessionShare.aspx?... 200 0] 0] 129 ms|
10:31:48 PM GET | /MELDY/.../SessionShare.aspx UserlD=1&T0=10 443 |- MSIE/7.0  |./projectMenu.asp?... 200 0 64 503 ms| .

UTC Date/Time:  1/5/2021 10:31:45 PM
URI Stem: /MELD/IME/Pages/Profiles.aspx

URIQuery: id=3

User Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOWS4; Trident/7.0; .NET4.0C; NET4.0E)
Referrer:  hitps://cnc-ts1/MELD/IME/default.aspx
Cookie:  ASPSESSIONIDSWATTRQS = FEMDBAHCPGPKLLUCBFDEPNN;+ASP.MET_Sessionld=jerwhodjmbcnu3nwdpyybpsd

Log Browser — 1S Log

To match the IIS event logs with the MELD application logs you were use the UTC time recorded for the MELD event. To
capture the UTC time for the MELD event , hover over the Time field within the Event Detail listing.

Event Detail

Time 1/5/2021 5:31:45 PM (-05:00) IIS Log

1/5/2021 10:31:46 PM (UTC) Lj

Category Inform aticrj eil_Area_Access

18.4.4 Report

Select the “Report button within the top right to print the results to a PDF report. Next select the “Save as PDF” button
to save the report to a desired location.
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Al

p
P ReportViewer Elﬂlg

Folder e o
F”ES}VSt; Report Options | Report Preview

FileSyste
FileSyste
FileSyste
FileSyste
FileSyste Filtering options:

FileSyste] 10/22/2020 to 1/20/2021, Event types: All
Privilege]l
Privileg 4; Preview l [ Save as PDF...

Privileg El.
Privilegell Open after publishing

Reporting 230 events.

Privilage||

h (-05:00) |
Falder

Area: Prof|
e

ation

st 2021-01-0% User T wml

Log Browser — Save Report
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Detailed Event Report
230 events

107222020 to 1/20/2021
Event types: All

TIME 12/31/2020 11:53:19 AM catecorY  Information

LocaTion  Application Start EVENT TYPE Application

DEscRIFTION Application Started

USER DATA
LR #0MELD System doneep  (nfa)
TIME 12/31/2020 11:53:26 AM catecorY  Critical
- Account Login
LocaTion  Login EVENT TYPE Denied

pescrIPTION Failed login attempt for user account: ga

USER DATA

s # 0 MELD System cioneen | (n/a)

BROWSER DATA

P Mozilla/5.0 (Windows NT 6.3; WOW64: Trident/7.0: rv:11.0) like Gecko

IP ADDRESS -1

brmer  httpz/flocalhost:8050/MELD/_Loginfinvalid.asp

SESSION DATA

ceemoup  3uispmbbhsrqvcobk1si01y1

Log Browser — Sample Report

18.5 Audit File Tampering

MELD utilizes the SignedXML class to create an enveloping signature in each audit log file. The signature is verified
before additional information can be written to the audit files. If the signature fails an alert will be sent to MELD
application Security Officer or System Admin, and a new log file will be created allowing the original file to become
investigated.
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If files were tampered with after the day they were created, the log browser will detect that the signature is invalid and
produce the following message:

Basic Filters | Detailed Filters |

The following files failed a signature check:

Event Timeframe
B Within the past an  Days
© From |12/23/2020

To

Event Folders
@ All event folders

©) Only these folders:

Access Denied -
Account_Auto Disable
Account_Creation
Account_Enable
Account_Legin_Deniet
Account_Modification
Application
Concurrent_IPs
FileSystem_Access
Privileged_Area_Acces
Privilanad Ttem Creati

Keyword Search

Log events in these files will not be shown.

[ Acknowledae ]

| Read Log Events || setun |

It is the responsibility of the operating system administrator to investigate the tampering within the identified log files.

19 Sandbox Install

To install MELD in a sandbox / testing environment, the following installation steps within this guide can be skipped.

4. DoD SSL certificates

5. Install DoD root certificates with InstallRoot (Web Server).
9. Configure MELD website for SSL

10. Enable HSTS on MELD website

14. Setup SMTP on Web Server



